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1. Mail Server Administration | fi{A:AR 54 2845

1.1 Working with WebAdmin| {§iF WebAdmin

Access CloudMail WebAdmin by https://cloudmailadmin.hkbnes.net

Input Username and Password to login the WebAdmin console.

518 = LS WebAdmin: https://cloudmailadmin.hkbnes.net
i A AR S S Web EHIE S -

After login, you will see the Summary Page.

B IREEEREET -

@a, Global Settings

Overview
.. - o A
B8l Domains & Accounts

Summary
Manage Domains
Manage Accounts = You have permissions on 1 domains
Groups You can quickly manage your SyncMail Mail-Server by choosing one of the operations in the boxes below
Mailing Lists
Public Folders Quick Links
Account Classes 3 X

| Domains & Accounts | Server Maintenance

8 Status & Monitoring = = Manage domains = View Storage Charts

88 Automatic Migration

a» Administration Rights =


https://cloudmailadmin.hkbnes.net/
https://cloudmailadmin./
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Below are described some basic principles you should keep in mind while working with CloudMail
WebAdmin.

THATEE— LR 2 L WebAdmin FEARTRE -
Saving the Configuration in WebAdmin | /£ WebAdmin S {#{FACE

After changing any parameter value in WebAdmin, you need to save the new values in the
configuration files. In order to do this, you need to press the Save Configuration button available on
all tabs, pages and sub-pages where needed. In the example below, a random password set for a
user account is being saved.

£ WebAdmin SR EISEENG » (RREAEBCE (TP ORGERHIE » f THEIX — & IRREHEAERT
HRIR AT F “ORFEICE" B9 - £ TEETf o Atk & — S iR -

Configure Account:

Genecal Accoumt Quotas and Webmall Message
8 y Aliases Restrictions Options Filters
Settings
Fumtr | 1
Lawra “hae
Accourdt nam e whie @ Company com
Account password: | Set Random
nhetit condigan dtion detals from: MyCompany Com defall W
Servicen
nfo

» Save Configur ation

AN

Confirmation / Error Messages | i\ /5E1R(E 5
After each command issued, you should check the confirmation message displayed in the upper

section of the page. Inthe example below, parameters of an account have been changed
successfully.

BRSO E - IRNOZAE TTE EEE 7 BnaviE O & o 78 N EAEIFH - ik RIS E T R
Configure Account: laura. white@m)

v~ Account was updated successfully!

General Account Quotas and Webmail Message
Aliases Restrictions Options Filters
Settings
First name Last name
Laura winte
Account name: lara white @mycompany.com
Account password: | Set Random
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In the following example, an account creation operation has failed and you are informed on this status
both in the upper section of the WebAdmin page:

FETERIBITF > — R BTERIERI - fE RS B SR SORAS -

Manage Accounts 52* Add Account |

4k Account already exists!

Alphabetical List Account Search | |

Displaying/Hiding the Contextual Help | &~/ B NS S 55 B

The WebAdmin Interface implements a Contextual Help feature, which guides system administrators
through their daily actions by explaining all the available options and parameters. Contextual Help is
activated by default and displayed in the right hand side of each page.

WebAdmin HFRESEH N B RTBILNEE » SIS RGEH A MRFTA o] AR ZEL - WEHEREE)
BOAEIL N BN e WHEEE T2 -

Configure Account: laura.white@mycompany.com
Gaperil Account Quotas and Webmail Message
Aliases Restrictions Options Filters
Settings - M Contextual Help =
Lmef
Fir st name Last name mbrx '_}U\Jllll_r}i‘lol}
Lowa White s In the Seltings 1echon, wute the
- First name and ot narme text Relds
Account name: laura white @mycompany com
Account password: | Seat Random Fict

To close the Contextual Help window, hit the question mark button as shown in the above
screenshot. Once deactivated, you can open it again by hitting the same button, as shown below:

FRHIN BRI D - 2E EEERFTRHIE S - — B R UERS DA R LTI
B WTNEATR

General Account Quotas and Webmail Message
Aliases Restrictions Options Filters
Settings - @
First name Last name Toggle Help On
Laura White


http://www.axigen.com/docs/70/Working-with-axigen-cfg_79.html

E5i

BROADBAND NETWORK

1.2 Mailbox Creation Step | A% fl 5 15

Add mailbox into Cloud Mail Admin console | £ Z il (& 8 S & Rl
i. Go to Domains & Accounts->Manage Accounts | igJik /= - >E K~

anage Accounts —
—

Manage Domains

Alphabetical List Account Search  Account name

Groups Domain | #  Accounthame Actions @ Contextual Help =
Mailing Lists Fitor domaing 1 8888 EON /| | DELETE x
Public Folders =

Domain pame 2 aatest £D | | DELETE
Account Classes

Domain 1 of 1

Show 15 v accounts per page 2| (3] 4] »Next

i. Select your domain, Click “Add Account” | #EB{RATIRZ S RN
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iii. Input the First name, Last name | i A #:4

8 pomains & Accounts  »

Manage Domains

Manage Accounts

(*Add Account

7 A Domain name: absolvo.net
Manage Aeaiieie Alphabetical List
Groups Domain I #  Account Name First name Last name © contextual Help
Mailing Lists. e ot 1 8888 usert useri|last name
Public Folders > astest
Account Classes Account name: user! @absoNvo.net
Account password:  seeses Set Random
Domain 1 0f 1

[£] Basic account type

Note: Account setttings are inherited from the domain defautts

i

J

Show 15 '+ accounts per page 2][3][4][»Next

Account Name: (Input Account name)
Account password: (Input your password)
m{i)‘ﬂ%ﬁ” NE: PN I=ELY)

S - OERMALHER)

Click “QuickAdd” to complete | fids “HRERINT 58

) Add mailbox into Sentry EDS console| /&JIHN45%] Sentry EDS j55&

Login Sentry-EDS console |5 3% Sentry EDS [5&
Go to Mailboxes and Groups->Mailbox Management | % ZIJHEFE FIHDE-2H -> HiFeE &

Reporting  Quarantines  Allow/Deny Lists  Policies  Settings  Mailboxes and Groups
Mailboxes and Groups > Mailbox Management ~—
Add / Delete Mailboxes
Display [25Mamm Rows Keyword (support wildcard *+)| | [any Domain | search |
Primary Email Address Aliases Group Membership Login On Behalf belete
2ltestuser@absolvo.net ,‘ 2] < 6
3edskub@sbsolvonet & ] ) Q
aatest@absolvo.net ! L) < 6
admin@absolvo.net o L3 = 6
archive.sentry-eds.com = L] ) 6

bestel@absolvo.net 2 L3} ) 6
dannytest@absolvo.net = L) < 6
demoadmin@absolvo.net o Lo} < 6
demoadmin01@sbsolvonet & L] ) (%]
demoadmin02@absolvo.net L2} = 6

Click “Add / Delete Mailboxes” | &5 “//J\\bn/HHJB%EHB*””

There have 2 method to add user mailbox |5 2 N7 &SRR RS
A. -Click “Add Mailbox” | ez “IShndrzs”

@
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Reporting Quarantines  Allow/Deny Lists Policies Settings Mailboxes and Groups

Mailboxes and Groups > Mailbox Management

Add Mailbox Add Multiple Mailboxes Multiple Mailboxes Delete 7
Email Address l newuser |@|‘0"9°"m'ﬁ’—"“|
Password ’ ssccee |

Verify Password | ooooo.| |

Group |W'|
[Aca Moo | [ Coce

-Input the Email Address, Password, Verify Password | i A B #FHE » 2550 - B2
15

-Group: Select “Everyone” | i “FiE A" 4

-Click “Add Mailbox” | (i “/RIIHBAFE"

B. -Click “Add Multiple Mailboxes” |5t “RINZ%NlFE”

Reporting Quarantines  Allow/Deny Lists Policies Settings Mailboxes and Groups

Mailboxes and Groups > Mailbox Management

Add Mailbox Add Multiple Mailboxes Multiple Mailboxes Delete

Please add one email address per row without other symbols,

newuserl@absohonet
newuserZ{@absohonet
nemu.lserﬂ@absohro.net

=
[[save | [ cancet |

-Input the Email Address | & A EEHBHEHTE

(Please add one email address per row without other symbols)| (i&RII—MNMET%
A HA S Y AR 4L )

-Click “Save” |5 “fFE"

(As user can access the console by Spam Quarantine Report directly,
the creation by this method do not need to set the password) | ( F§=a] LLijjlaljE &4

bR R S - XA A R B )
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2. The Manage Domains Tab | * & ¥E" 2Ll

When first entering the Domains tab, a list of the previously defined domains is displayed.

HEHE R B EIR > G ERATE ARSI

€2, Global Settings

Manage Domains

FEl Domains & Accounts ()

Manage Domains

: et ) Tvoe a domain name
Manage Accounts Alphabetical List | e adomiln i
Groups | #  Domain Name Actions
Mailing Lists 1 mycompany.com DISABLE m EDIT 2

Public Folders

Account Classes

ﬁ Status & Monitoring Sl

& Administration Rights =

2.1. Domains General Configuration | 3844 —fGH &

The Manage Domains > General tab allows system administrators to set the running services for a
specific domain and other domain related parameters.

B> “EA IR R GUE R YR E IR R TT AR S RIS H A RS E -

Domain Message Message Account

eneral : " orage
Gene Aliases Filters Appender Defaults Storage
Settings
Domain name mycompany.com
Assigned IP 0.0.0.0
V| Incl L} jomain ant h ) 1 € L kK
Include this domain in WebMail's domain selection list
Default Timezone GMT+8 -
efsult Language:  Englsh -
i) The languages marked with * are only avadabie in the Standard WebMal interface. If one of them is selected, the Ajax WebMal interface

will be displayed in English instead

Should you like to have the accounts created for a specific domain included in CloudMail's public
address book, make sure to have the corresponding option checked.

If your Default Language for users is not English, you can change to corresponding language. It will
change the Default Language of WebMail.

WERREAE — DRERIR > EFEAE = A AY & 36 bk 5 QU R BK & > B R e o oAE DAY e T -
WERIFETH - BOANES A EE - IR PADHEIENAVIES - ESNZE ZHIRREANES -

10
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Services =)

- Services enabled for this domain:

Service name Actions
Q0 =MTP Receiving DISAELE ®
O SMTP Sending DISAELE m
& POP3 DISAELE m
& IMAP DISAELE m
£ Remote POP EHAELE #
O Webmail DISAELE m

The services section displays the list of domain services and their current status. To enable or disable
a service, use the respective buttons corresponding to that service's name. Please note that at
domain level, only services affecting domain behavior are displayed - SMTP Receiving, SMTP
Sending, POP3, IMAP, Remote POP and W ebMail.

35 B0 RS PRSI SR EN TR SRR - B A EEERIRSS - (E R ROZ A5 AR AE R A -

EEE > AR R B AT IR 55 - SMTP 2y - SMTP %% » POP3 » IMAP - 72 POP
#1 WebMail -

Catch-all )

i) Disabled

- Emails sent to non-existing users of this domain:

&) Reject
) Redirect to Public folder

) Redirect to Account [0 My COMpany .Com

..... in falder: INBOX Change folder

System administrators can further decide how to treat emails sent to users that do not exist in the
edited domain within the Catch-all section. The available option in the selection box are to have them
rejected, to redirect them to one of the existing public folders or to redirect them to a catch-all account.
If the emails are redirected to an account, you can also specify a folder for the emails to be stored in,
using the Change folder button.

ZAEH O 0] ARG AR I N HY P B0 53 it — 25 e A e AAER R A SR BN AR A = o A PR eI o i3k
PHE - IR HELE - TN EERE - DIARAISI R SR EE W E—MZ T REIK -
AR B [ E— MK IR AT DS E E A — S avileE - R “SESofR” 24l -

Groupware &

Groupware is currently enabled for this domain [ Dizahle groupsware

11
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From the General page administrators can also enable or disable groupware functionalities for the
currently edited domain. The current MACL Support status is displayed, the action displayed by the
button is opposite to the status. If you clicked the button by mistake you can return to the previous
state by clicking the Undo link.

MR S L A ] DUON L i g RIS I BRI AFTHRE © BIAE MACL SZRPIRS E i A% fl o
BEIRES » RIRERRE Mgl (R PUREEICARIAYIRES » i S A U A e -

Info =

Domain ereated on: Fri, 25 &pr 2008 11:53:02 +02300
Last modified on: Fri, 25 Apr 2008 124501 +0300

Loaded on: Tue, 06 hay 20058 14:36:25 +03500

The Info section displays specific date and time details about domain creation, modification and the
last login.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

5 B EoRFRERR AR - Bl LR E T HEARIR RIAIE4EE - X
ToE B E X 2 A 105 “IRFICE” L PR -
2.2. Defining Domain Aliases | & 55144

The Manage Domains > Domain Aliases page allows system administrators to create a list of
aliases for a certain domain.

R 4 U 0 VF 0 G R QI — MRS A 40512 -

Configure Domain: mycompany.con

. | Domain Message Message Account
General . .
Aliases Filters Appender Defaults
Manage Domain Aliases &
Existing ahiases for mycompany.com localdomain com + Add Alias E
z Address Actions
1 mydomain.com DELETE x

That's it, I'm done

» Save Configuration

The page displays a list of previously defined aliases. Each can be edited using the text field listed

12
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under Address. To delete an alias, use its corresponding Delete button. To add a new alias, type its
name in the upper right corner text field and hit the Add Alias button.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

B ITE R SEATE K HIFIFE - G ANE ] DAGRE bSO T B - SEMIBR A4 - 1Ry “HER™
ZH - IR —DHEE S A EANXAFERETRACHARE IRnRET g e

LESERECEX L SE - 10154] “RFECE” 1% > RFIEPTHAVE L -

13
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2.3. Domain Messaqe Filters Page | I {4+ E SR

The Manage Domains > Message Filters page helps system administrators create and manage
incoming message rules for a specific domain.

Important!

[J Domain level rules for this domain will run after any existing Server level rules (common
actions) will be overridden

When first accessing the page, a list with the already defined rules and filters is displayed. Both lists
can be minimized or maximized by clicking the list name bar. Each message and filter has a
Enabled/Disabled status displayed and next to it, the Enabled/Disabled button displays the opposite
action of the status. Priorities between enabled Message rules can be changed using the up and
down arrows under the Priority section.

TSR > S (2 S DT T T B 2 S B 1 QR AR B — MR E SR 2 AR -

HE !
O PSRN T EE T I A RIS S5 SN (—fRanfE) R =

HEH—TOGETT - B8 XHIHIATE RS SR ER o KPS AT DUBE S di 53R PRI SR )
{esiE A - RIS A — 3 A/ RPIRS BRI B AY)E M 5 A L B orA RS Ry
HRE o R E_EAIE T EK > RIS E s > (EJek 2 [F S FHH LN o] LA 2R Ay -

Domain Message Message Account
General . :
Aliases Filters Appender Defaults
Incoming Message Rules )

Comazin level rules for thiz domain will run after any existing Server 4 adgd Message Rule
¢ level rules [common actions will be overridden).

# HName Status Actions Priority
1 Spam Enakled | DISAELE m EDIT # | | DELETE = +
2 Funnies Enabled | DISAELE m EDOIT # | | DELETE = &

To add a new rule for the configured domain, click the Add Message Rule button. They can be
deleted or further configured using the Delete and Edit buttons. Type a name for the incoming
message rule in the Message rule name text filed and check the Enable this incoming rule option
to activate it.

FORII— DA EC B SR AR AN - T o] AR R et — A "R A0 “gmis”
P o FERBARUN TR OCALEA AL BRI A — 3475 > drh” )3 e AMNETCRSUEE -

14
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General Settings )

Message rule name: |Spam

Enable this incoming rule

Matches )

For incoming messages that match | AN of the conditions below

| Subject L4 || Containz L4 ||replin:a | i

| Zubject L4 || Containz L4 ”u:asinu:u | i

+ Add Condition |

Actions -~

Perform the actions below:

| Delete v | &

+ Add Action |

Further select if the messages filtered should match all or any of the defined criteria set below. You
can add as many conditions as you wish by clicking the Add Condition button. Use the Add Action
button to define the actions to be taken if an email message matches the specified criteria.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

—eEE SRR IR UCAC 2 BT B e E SAYRR AR o T DU el “RINSR O B IRAT
LI o (AT ERHIRE AR T SR ERY AR R ER AT 2]

LR EX S SE - 1I05Y] “REFECE" %4 RFEPTHAVE L -

15
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2.4. Configuring the Message Appender | il E{EHENN T H

The Manage Domains > Message Appender page allows system administrators to create an
appender that will be attached to all messages sent by the respective domains.

HEE> SERIENT A F AL EE G IR S BIENE S RFTA I -

Configure Domain: mycompany.com

Domain Message Message Account

General Aliases Filters Appender | Defaults

Message Appender ~J

Enable Message Appender for this domain

- Append the following text to all messages sent from this domain:

by Company
contacti@mycampanyy . com

That's it, I'm done

» Save Configuration

To have the text you want appended to all sent messages, check the Enable Message Appender for
this domain option and edit the text in the available text box.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

WWRIBEASCF I INEI AR E& AT - 1525 B OHE BB - HAESCAE T REE R -
HESERACEXEESE > 0] “IREFRE" 124 > CRFEHTHEAETE S -

16
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2.5. Manaqing Account Defaults | &k BRI E

The Manage Accounts > Account Defaults page defines default values for the parameters that will
be automatically inherited by all new accounts and account classes, and can be explicitly set
(overridden) in the advanced configuration of the respective account or account class.

The page gives access to three different sub-pages:

[J General - allowing system administrators to set running services to be inherited

[1 Quotas and Restrictions - enabling admins to set certain limits for mailbox level, folder level,
notification, password policy, etc.

[J Message Filters - allowing the creation of message rules

BRI P > BN TUE Y SEUR B sh 4R FTa vk Ak 2 > LB E (BS) E5EH
ik B P2 S O B P A BOAE -
TEfEft T =R ERY T TR

OB - RFRGEE AR E BB THIM AR R S5

O BCRURIPRA] - (EEE DIRES 1R B R L EREIRBIHKP » USR5 - i8R > HIE RS - FF -
O ERARRLEES - SRR R AN

2.5.1. Account Defaults General Parameters | ik B\ S%)

The Account Defaults > General subpage lists the currently enabled or disabled services at domain
level. When such a service is stopped or started at domain level, the accounts within the specific
domain will inherit this configuration.

BRIN P > 28 FH Y TUE 31 T AT S AR IS R R AR 55« XAk S5 TR I R i A 1 ES 2
K = NAY R E SR AR L R -
Quotas and Send / Receive

: S 3 M Fil 4o
Genera Restrictions R T Restrictions

Services and add-ons =

Basic services for this account class:

Service name Actions
€& SHWTP Receiving DISABLE m
© SWTP Sending DISABLE =
& POP3 DISABLE =
© IMAP DISABLE m
© Remote POP ENABLE »
€ Webmail DISAELE =

To enable or disable a service, use the respective buttons corresponding to that service's name.
Please note that at domain level, only services affecting domain behavior are displayed - SMTP
Receiving, SMTP Sending, POP3, IMAP, Remote POP and W ebMail.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

17
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{58 FZ IR 35 X LAY AH N P E T BREE IR 55 < 1BV ARl Rk 55 Bonislk A4y - SMTP
UL - SMTP %74 - POP3 » IMAP - 2 POP F1 WebMail -
LESERRECE X 2L - 10T “RERE” B (REEFT e E R -

18
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2.5.2. Configuring Account Quotas and Restrictions | i & il !
AL PR

The Quotas and Restrictions subpage contains parameters relative to mailbox and folder level,
notifications to be sent to account users and restrictions imposed at domain level for all created
accounts.
BC AN R - DT [ P & Y S S IFE RIS R a5 BRI A BT A QU R Bk A -
FOPRA] -

Managing Account Quotas | E ik~ &

Guotas =

- Mailbox Level

Limit total number of folders to: |1IZIIZIEI ;I [values: 0-10000070

Limit total number of messages to: | 500000 ;I [values: 0-20000000

- Folder Lewel

|:| Limit each folder size to: 42949672295 : [walues: 0-4294957295 KA)
Limit total number of messages to: 100000 ;I [walues: 0-10000007%

At mailbox level, the total mailbox size, the total number of folders and the total number of messages
can be limited by selecting the respective options in the Mailbox area and using the up and down
arrows to adjust the limits to the desired value. For the total size limit, use the available drop-down
menu to select if you want it calculated in KB, MB or GB.

At folder level, system administrators can set limits for the size of each folder and the total number of
messages per each folder by checking the respective options in the Folders section and using the up
and down arrows to adjust the limits to the desired value. For the folder size limit, use the available
drop-down menu to select if you want it calculated in KB, MB or GB.

TERFFE AR > BRFE AN » SCHRADE BB SR U R BR G - P AR RN RTINS > 28 a8 =) _EAE
TEERFEEATSE R AT AIE - WR/RARLLKB » MB B GB 1+ E S HUERIRRS] » o H TS sp gt -
TSR IR R > 2258 P 01 0] DO B DO S R N g ST A S T HIB 4 i B G A F ST A S I PR AT
%@@é@ﬁ?%%%ﬁ%%%%ﬁ%ﬁﬁom%WﬁuJ@’MB&GB#%X#%mk$’ﬂ@mT
SEERIEEE o

Notifications

mrl - al . - :

{¥| Notify user when usage reaches |90 | % of allowed quota (webmail popup)

|} Also send a notification email each time the user logs in but not more frequently than every S| | days
(values: 60-43200 minutes)

— " | b
|¥| Restrict user from sending emails when usage reaches IU :} % of allowed quota

(max value 100; must be higher than the quota usage warning procent
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To have account users notified when they reach a certain level of their allowed quota through a pop -
up displayed when accessing the WebMail interface, check the respective option in the Notifications
section and use the up and down arrows to increase or decrease the default percentage of the quota.
When this option is checked, the users are also notified at every login. You can set the frequency of
these login notifications using the up and down arrows corresponding to this additional option. To
select if the respective value is calculated in seconds, minutes, hours or days, check the respective
drop-down menu.

K Y A P PRIUA T —E R /KPS - 2317 Webmail S5 tH s TR R ACEAI ] - £ “HHA1"

— 17 > FPAGEARNIAY PRI - 5 A _EARE) T A AR DO SRR AR ECEREL B - X RTmiiderp - %

E%é%ﬁ%%ﬁ?%}%gﬂﬁﬁﬁ EHITE R T o R EAE NAY T SRS I B A A E AR T LR o -
g, v JI/NETE °
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Configuring Restrictions | Bt & R

Password policy

[F] Enable Password Policy enforcement

Password length must be between - and .| characters (values; 1-327 16-128
Password must include: | letters %
— x - U

[¥] When changing the password, reject the last |3 5 used one(s) (values: 0-8

[¥] Allow the user to change the passworc
|| Require a minimum time interval of | | days between two consecutive password changes (values: 1-365

Password Expiration

[[] Enable password expiration

Password expires in .| | days from creation (values. 1-365) days
Notify user at each login, starting from .| days before the password expiration (values: 1-365) days
Also send | a notification email
Sessions
(11 ¢ A -~ o
Max. number of POP3 sessions: 4 |5 (values: 0-16
2 =]
Max. number of IMAP sessions: 16 = es
. = ~F A H o i o - a oo 1 1N9
Max. number of Webmail sessions: |4 | (values: 1-1024

Password Policy Enforcement | 515 S5H% 52

System administrators can define a Password Policy to be enforced when an account is created for
a respective domain. First of all, they can set a minimum and maximum number of characters for each
password, using the up and down arrows or editing directly the text field of the Password length
parameters. They can further select from the Password must include drop-down menu if passwords
should include letters, letters and numbers or letters, numbers and special characters. Password
Expiration can also be defined by the text fields.

FZOUEH QI — MK 2 RS SRS I ] DUE X EIRGRFIRAT - B AT DU E S D S H YR IR
RETFRFEL > (E R LA TG ReRE R A S R L B K ERTS A © 20 ] ] DA B b5 0k
e G THISR > BN EES R FOCF RN F TR » SRR - BT AT DUE
XAFEEPEN

Session restrictions |&1E[R&]

The number of POP3, IMAP and WebMail sessions can be limited for all accounts of a certain
domain. To select the desired value, use the up and down arrows or directly edit the text fields
pertaining to each type of session. POP3 and IMAP sessions take values from 1 to 16, while WebMail
sessions take values from 1 to 2048.

POP3 > IMAP #i1 WebMail Z 1 A& 7] DRI MR E JUSREIFTA ik » BREEFTFRAVE - BEME L
FIE T Hi R B E g BRSO T B A S g2 Rl 1% - POP3 M1 IMAP iR {EM 1 E] 16 » - [
Webmail ZiH{EM 1 51 2048 -
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WebMail Restrictions | WebMail BEH

- Webmail
Limit attachment size to: |1_3 MB | | (values: 0-102400 KB
Limit number of attachments per message to: m [walues: 0-1024)
Limit message size to: |1|:|—3 MB | | (values: 0-10458576 KB
Limit number of recipients to: 1024 ;I [values: 1-2045)

- Minimum allowed HTML body fitering level (uze the slider to change the valug] .

Mo Filtering Loy level filtering hedium lesvel High level fitering
fittering

* Loy level fittering - convert messages to XHTML standard
* Medium level fitering - strict fitering regarding resources
* High lewel fittering - preserve only the text content

To limit the size of email message attachments, check the respective option in the WebMail section
and use the up and down arrows to select the desired size. To have the size measured in KB, MB or
GB, use the available drop-down menu.

Use the up and down arrows of the Limit humber of attachments per message option or edit its
corresponding text field to set a maximum number of attachments allowed to email messages sent or
received from any account using the WebMail interface

Check the Limit message size option to set a maximum size for sent and received messages
through the WebMail interface. To do so, use the up and down arrows to select the desired size or
edit the corresponding text field.

The Limit number of recipients option allows you to configure a maximum number of recipients for
WebMail email messages using the up and down arrow to select the desired size or editing the

corresponding text field.

To set the HTML Body Filtering Level for all domain accounts when connected via W ebMail, use the
available slider. The HTML filtering levels stand for the following:

[1  No Filtering

[1 Low levelfiltering - converts the message to standard XHTML

[1  Medium level filtering - generates the email body based on a list of known/allowed attributes
and tags. Anything that is not on this 'allowed list' is removed. This level removes java script,
styles, etc.

[1 High level filtering - generates the email body based only on text components. This means
that only plain text components remain in the message. This forth level is the strictest and
may actually damage some formatting, but it is also the safest.

TR R PP FHI AN AT 2% WebMail —17 > ([ LRI T ETA R R A/ « TSRS
KB > MB 2 GB fyA /)N -
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50 P ) R 1 7 S PR A e I B A2 T = G BB X ML B SR B SR B L (5 ] Webmaail 5[] 7o 14
RETE I FR R A 2 B (TR =

FZHB AR BRI B R A AN > i Webmail SRIAUAXFIFEHTR S » FHMEIX—5 > BERE
EAIET AL o ERATRRHY R/ NS B AR ML SR B

W A Y% B BRI 0 1 AEC B — 1> WebMail B il AU A& « (R ) BR1E FaTsk o ZedRines
YA NE G AR DL Y SR B

S E A T WebMail S8R9 K Py HTML TS0 g2 51 » (5 R & FSEFT - HTML St g2 A
UFAE :

MR StaR]

O R EETE - B O AR AR XHTML

O PELGIATEE - SR e R E T RARSE RIS IR A AR TR o T BN T
VFHIZR bR o BESn IERAY java BIAS - #E(E -

O EEISE - T SCRA AR T ESC T - XERE - RAASCRAREEIZNR. -
XEUEEES I8 > REEiE — 80 HEtE2RZ 2= -
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Message Sending Restrictions | J¥ & & AR E]

Allow sending a maximum of |1000 ﬂ messages (values: 0-100000)
1
with a total size of |100 :; MB ~ | in |1 :‘ hours v

(values: 0-1048576 KB / 0-360000 seconds)

Limits imposed to send messages offer system administrators an easy possibility to prevent account
users from generating spam. They can thus set a maximum number of messages, their total size and
the period in which these are sent using the up and down arrows to select the desired size or editing
the corresponding text field. To have message size calculated in KB, GB or MB, use the respective
dropdown menu. The time frame for the maximum number of messages can be set to be calculated in
seconds, minutes, and hours, using the corresponding dropdown menu.

R R4 B G L 1P P P SR - BRUBE - A T o] DR S A/ NI A A
YERHHE - (R A BRI N A SR SRR AT TR K N AR R AE LAY SO B 2K o (S AR LAY T A
WELL KB GB > MB - SAfiritBEAVHEAR/N « JHEAVEAREH » (EHAHRIAY T Fir 5258 R HY S (A i =] DL
BN > RN

Remote POP Restrictions | #cfZ POP [E#l

- Remote POP

Maximum RPOP accounts that can be defined: |4 ;I [values: 0-641

Minimum message retrieval interval: |1IZI ;} iminutes {w|| (values: 1-10080 minutes)

minutes

days
System administrators can limit the number of remote POP accounts defined by account users. To do
so, use the up and down arrows to select the desired size or edit the corresponding text field.
Additionally, you can specify a minimum interval between two email retrievals for each RPOP
connection. Use the Minimum message retrieval interval drop-down menu to have it calculated in
seconds, minutes or hours.
ZHEH AP DIRGERE POP ke X R HVELE - BMEX — & B A EATA T & R 2 iR

FYR/INER G BEAE R Y SO T B = RS - SR I LAFR GE PR TR IR 1> RPOP 327 [RIH e Al )
b - FE/VHI(E SARR YRS (R ARG > MRS AR > e N -

Temporary Email Addresses Restrictions | [ B H4-HiskHIPE &

- Temporary Email Addresses

Enable temporary email addresses

Max number of temporary email addresses: |4 ;I [values: 0-16)

- F
Delete temporary email addresses after: |1 = days w

[walues: 3600-31536000 seconds)
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The administrator can set some limits on the usage of temporary email addresses. A user may
request maximum 16 temporary email addresses (aliases). If the limit is set to '0' the 'Add' button in
WebMail (in the 'Temporary Email Addresses' section) will be disabled but old temporary email
address will still be available until they expire or are deleted. The time period from the creation of a
temporary email address to its automatic deletion can be set between 10 minutes and 1 year.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

B 51 AT DAIR B — BB PR (S A R B BB stk - AP eI DAE SRR % 16 Mia i B FEB stk (b
#) o MRRFREET ‘07 - £ WebMail 7y “7hn” 2580 (Il B EtaET —TT) RAREEA -
BB BB BB AT 2R AT ARE A > ERIF SR - "TLOEEAE 10 73PhE] 1 FaYetE A alE—
Aty B R B SRR -

HESERACEX L SE > 08T “RERE" 24 IREFEEHTHEETE S -
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2.5.3. Managing Account Filters | Z ik 2 & 28

The Manage Account Defaults > Message Filters sub-page enables system administrators to
create and manage incoming message rules at account level.

Important! Account level rules will run after any existing Domain level rules and Server level rules
(common actions will be overridden).

B R E R E > B IR ES Y T U > (3 2508 B 01 RE 95 QRS BRI B B A RUUAE k= 2l -

EHE | MRS B T B A SR AR 55 25 Rl (EEIRVITaIR A S ) -

General Quotas and Restrictions Me=sage Filters
Incoming Message Rules =
1y The message rules below will run after any existing Server level + Add Message Rule
© rules snd Domain level rules (common sctions will be overridden).
# Hame Status Actions Priority
1 Meetings Enshbled | DISAELE m EDIT # | | DELETE % ¥
2 Zales Enakled | DISAELE m EDIT # | | DELETE L ik
3 Marketing Enahled | DISAELE m ELIT # | | DELETE = &+

When first accessing the sub-page, a list with the already defined rules is displayed. Each message
rule can be deleted or further configured using the Delete and Edit buttons.

Each message rule has a Enabled/Disabled status displayed and next to it, the Enabled/Disabled
button displays the opposite action of the status. Priorities between message rules can be changed
using the up and down arrows under the Priority section.

To add a new rule for all domain accounts, click the Add Message Rule button. Type a name for the

incoming message rule, use the Message rule name and check the Enable this incoming rule
option to activate it.

LI AT T S BoR B8 KAMEYSIZR - EEHEI T DUEER “IHER" A “4miE” f2HI2Km
Preit—FHE -

FEEH AN — N8 R/ 2R RPIR S BRI B 55 A 8 /2L L Eor AR GS HH R AR - (8 A 1A A
A NEGk o ARIEOLSE B oy LS Z [T AR R AT PSR AY -

FLNII— RTINS TR Ak = - S R0 BRARRN 4 - B AR ARREERUNEY S8R - A
EBCFRINEY R - H A e ARSI RS & -
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General Settings

Message rule name: |Meetings

Enable this incoming rule

Matches a
For incoming messages that match | ANY of the condtions below
Subject ¥ || Contains v || mesting g

+ Add Condition

Actions a
Perform the actions below:
Copy to v || Meetngs G

+ Add Action l

Further select if the messages filtered should match all or any of the defined criteria set below. You
can add as many conditions as you wish by clicking the Add Condition button. Use the Add Action
button to define the actions to be taken if an email message matches the specified criteria.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

B2 BERE o AR IR S ER S E AR AR UEAC » AT PURIIR ATRE ZHISRA: - WS T
FrefaErsRt - RIEIEE S S RIS 24 o BERUAIIREZ R E SCRF RT3 -

LT ECEX L SE - 10151] “REFECE” 5 - (REFEATHAVE L -
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i i icti
Defaults | Fiekm A [ LlédfFABE'%Ul/\fﬁKFE’J NS EET

The Manage Account Defaults > Send/Receive Restrictions sub-page enables system
administrators to define and enable or disable sending and receiving restrictions that can limit the
domains and subdomains emails are sent to or received from. Additionally, they can create limited
lists of recipients and senders that can or cannot send/receive emails.

B BRI P BRIA R > A 8 [ WU PR ) T T (58 2 50 8 38 O A 95 0 MO IB A B FHBE%J 0] DABR AR

SSET R 5 IR BRI Y & RO © RS0 - MATIE RTAQTERATR - w DABCR BE A& 2% [HEU - R AR AU
TEARIA AN -

General Domain Message Message Account
Aliases Filters Appender Defaults

\ﬂ Changing the parameters below will affect the accourts or account classes that have inherited
parameters. Explicitly set parameters will not be affected.

Quotas and . Send / Receive
General Restrictions Message Filters Restrictions
Restrictions )
- Send

[] Enable send restrictions

Domain option | Disallaw all domains

Exceptions: + Add Exception |

There are no exceptions defined yet.

- Receive

[[] Enable receive restrictions

Domain option | Disallaw all domains

Exceptions: + Add Exception |

There are no exceptions defined yet.

The administrator defines the following options:

(1 Enable/Disable sending restrictions
o Allow sending only to the same domain
= Allow sending to subdomains
o Allow only recipients /Disallow recipients
1 Enable/Disable receiving restrictions
o Allow receiving only from the same domain
= Allow receiving from subdomains
o Allow only originators /Disallow originators

Restrictions apply for messages sent from:

o WebMail: An NDR will be returned if the destination address is not allowed.

o SMTP/Outlook Connector: The 'RCPT TO' command will yield a permanent error, if
matched.

o Sendmail wrapper: An NDR will be returned if the destination address is not allowed.
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B GE ST LU R

O B H/AER AR
o JuiFHREKEIE M5
" SRR IS
o FFRAWEN AU
O B R RRIR
o HAVRHCRER—1ME
" VFRERCRE T
o HaWHEEl/ZEERE]

PR T A RHH S

o dllABfE * 405 HHYHEE RS i - NDRORHEZR(E] -
SMTP / Outlook sE#25s * AIFRVEAC » RCPT TO ay SR AE— ok AMERIEE IR -
o Sendmail fyE%E © 415 HAVHEELZEA 2 > NDRORFEZR ] -

3. Manage Accounts Tab | “ZHbk =" IR T

When first accessing the Manage Accounts tab a list of existing domains is displayed. To be able to
manage the accounts first select one of the existing domains.

LE—JOE EHEK ST EIRER G SR ERBUA RS - N TREE K o R BUAHY -

Manage Accounts [=* Add Account |

Alphabetical List Account Search

Domain _
In arder to manage accounts please select a domain first.
Fitter domainz

localdomain.com

My company.com

Domains 1-2 of 2

After selecting a certain domain, the list of previously created accounts is displayed. To run a search
for a specific account, use the Account Search field.

BERHAEG - SRl aIERIIK Y IR G B R R o B TR MRPE R B AR PR R
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Alphabetical List Account Search
Domain | H Account Name Actions
Fitter domains 1 arthony taylar EDIT # | | DELETE %
| 2 caral jenzen EDIT # | | DELETE =
localdomain.com 3 cavid.moore EOIT & | | DELETE %
Y Company.com 4 laura white EOIT # | | DELETE %
5 linda wilzon EOIT # | | DELETE %
pomains -2 072 B Mtk ko EONT # | | DELETE x
7 rtorres EOIT # | | DELETE %
=] postmaster EOIT #
=] zarah jacob EOIT # | | DELETE %

Show |15 % | accounts per page

To edit an existing account, use its corresponding Edit button, to delete it hit the Delete button. In
order to create a new account, hit the Add Account button.

Tl NIUAHTH R SR G SRR A R - T QIR Y b
P AT CTRAIMER L -

[ Add Account |
A »
]
Diotmiain natme: |rn':.-'|:|:lmpan':.-'.|:|:|m |
First name Laszt name
Patricia | [Miller |
Account name; |patriu:ia.miller L@mymmpany.mm
Accourt password: |******** | ‘Set Random
The pazsword has beep rabdormiy set to: RXOJUORD
Mote: Account setttings are inherited from the domain defaults
T Advanced Config Quick Aj:. I

The domain you are creating the account in is displayed in the Domain name field if you have already
selected a certain domain. If you press the Add Account button prior to the domain selection you will
have to type the desired domain. Specify a name for the account you are creating in the Account
Name text field. Type a password of choice in the Account password text field or click the Set
Random button to select a random password combination. When using this button, the randomly
assigned password is displayed under it.

If you are done configuring the account hit the Quick Add button. Alternatively, should you prefer to
further fine tune it click the Advanced Config link. This link and the Edit button of already configured
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link gives access to four configuration pages, General, Quotas and Restrictions, WebMail Options
and Message Filters.

CIEAE QIR S U8 BRAIE A, - SRE R T A MRPE Gk - fase e “Rmsk "
HEL 2 A > AR AR AFTERATEA o XS IEEOTRAYIK S - FEIK - F SO T S E— A © Ik @hs =L
%i%¢%?%§$ﬁ%ﬁ%ﬂ%$“&E”ﬁ%’ﬁ%—ﬁ%mm%@ﬁéoﬁﬁﬁﬁ%N%Mﬁm
VR BN EE o

WREEECEFIK A “RERIT 24 - 2 > WREFW > E8d BRRE” 6% Dt

{r”iéli}égj }E'}é%%@EE%{%T%%%D “YRR” P A 4 ERCE TTE ~ FAL - ECATRIFRE) - WebMail i
}\/ /m\i‘-izuu °
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3.1. Accounts General Page | ik Fr &L

The Manage Accounts >General page allows system administrators to configure basic account
settings such as the account name, password and also displays general information regarding the
account in question.

B >ER T ARG EHE AIEEARE - Wik # 0 B - RS ER—i(EE SR

[ -

cana Account (Quotas and Webmail Message
Aliases Restrictions Options Filters
Settings =
First name Last name
Patricia hiller
Account name: patricia.miller My COmpany .com

Account password; | * Set Random I

Inherit configuration details from: | mycompany com default |

Management
darketing
Sales

Use the First name and Last name text fields to modify the name of the person the account is
created for. The account name can also be edited in its respective text field.

To change an account's password, either type another one in the Account password text field or
click the Set Random button to select a random password combination. When using this button the
password randomly assigned is displayed under it.

To select whether the default settings established at domain level should be inherited by the account

you are currently managing or if the account should be associated with an already defined account
class use the Inherit configuration details drop down menu.

{58 I RILE B Y SO B ST QIR IK P 44K « 120K P 4aFr - AT DIEHS B SO B el - B

UK AR  BEABK P B SO B BN LR R B L o R MRV A S o R
HIN VIO EB EEEZ T -

TR AR AN RN B A N AR H BTEERRY K - SNSRAZ K P NS B TE SR - 25 (5 I 4%
ARECEREANE S HY TSR -

32



i
HO N: 'K%(;?EG

BROADBAND NETWORK
Services -

The services helow have been set explicitly. Reset to inherited from mycompany .com account 411
defaults.

- Services enabled for this account:

Service name Actions
© SMTF Receiving DISAELE W
& SMTP Sending DISAELE
9 POP3 EHFRELE ¥
© MAP DISAELE m
© FRemote POP EHFELE #
& wisbmail DISAELE m

The services section displays the list of account services and their current status. To enable or disable
a service, use the respective buttons corresponding to that service's name. Please note that at
account level only services affecting account behavior are displayed - SMTP Receiving, SMTP
Sending, POP3, IMAP, Remote POP and W ebMail.

ARss Hrp Bk AR S FIE N T RIHIR A - S HEREEMIARSS > (E AR SSHIARR > XS RIAYHH R 2] -
EERE AR ] RSSO R - SMTP $#1ff - SMTP & 2% » POP3 » IMAP - f2 POP A
WebMail -

Info -
Account created on : VWed, 06 Feb 2008 14:08:48 +020C
Used Quota : Okb
Last Login Detailed Info:

IMAP POP3 Webmail

sVer never sVer

The Info section of the account displays details referring to the creation date of the account, used
guota and time, date and IP coordinates of the last logins to the respective accounts through IMAP,
POP3 and WebMail.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

1Eik (3 B E o T8 ik ey BEC# el d H HIRes(e] - HHEFD IMAP > POP3 #1 WebMail & HEJHK -
WSS IP ABFRAYIE (S A -

LR EX L SE - 1IL5Y] “REFECE" %4 > RFEPTHAVE L -

3.2. Account Aliases | ik 224

The Manage Accounts > Account Aliases page allows system administrators to create a list of
aliases for a certain user account.
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BRI P > B 44 T 18 S 08 B L Bl — R E A Pk e BB FRR -
Account Aliases Management | il {32 E 2

Configure Account:

General Account CQuotas and Webmail Message
Aliases Restrictions Options Filters
Manage Account Aliases -
Exizting aliszes for test@mycompany com: aliaz + Add Aliaﬁ

There are no accourt aliazes defined yet.

An account alias is a secondary account pointing to the account you are editing. For example, if you
are currently editing the account test@mycompany.com previously created and you add
alias@mycompany.com as an alias, all emails sent to alias@mycompany.com will be delivered to
test@mycompany.com.

5l % Bt W W IEAE fm B AUk B R K = o B0 - 40 3R IE 1T g B 5T AT O 2 B Ik
test@mycompany.com - {E N — P B & {R & 0 alias@mycompany.com - % % F|
alias@mycompany.com - FiA Hb A (%6 F] test@mycompany.com -

Each of the previously defined account aliases can be edited in the text filed or deleted using their
corresponding Delete buttons. To add a new alias, type its name in the upper right corner text field
and hit the Add Alias button.

B HE SCHIR P 514 ] DA Y SOARSE S S bR EAR R AV BRI 4L - BORII— R RI% > fEA
nbs | O 3 4 NS DT i VN 7 I VI E A 52 A

i Address Actions
1 |alias | DELETE
2 |test_au:u:u:uunt | DELETE %

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

LR EX L SE - 1I05Y] “REFECE" %4 > (RFEPTHAVE L -
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3.3. Confiquring Quotas and Restrictions | fi & AT A 1FE &l

The Manage Accounts > Quotas and Restrictions page contains parameters relative to mailbox
and folder level, notifications to be sent to account users and restrictions imposed to the account
being edited.

B P > Bo AR PR S B S AR FE A1 SR HY S 4 dmiE PR B A& 22 m A E - e
Managing Account Quotas | E ik~ &

At mailbox level, the total mailbox size, the total number of folders and the total number of messages
can be limited by selecting the respective options in the Mailbox area and using the up and down
arrows to adjust the limits to the desired value. For the total size limit, use the available drop-down
menu to select if you want it calculated in KB, MB or GB.

At folder level, system administrators can set limits for the size of each folder and the total number of
messages per each folder by checking the respective options in the Folders section and using the up
and down arrows to adjust the limits to the desired value. For the folder size limit, use the available
drop-down menu to select if you want it calculated in KB, MB or GB.

FERRAR S > BRRE AN » STORSRAR B Y S0 nT BB N AR A DOSE AR PR > 2RI A ) A AT
Sk LAY SE Y P B AIE - AISRIRAELL KB » MB =% GB 15 Al { F N Hi 3% e e 43 S AN PR AR

TESCfRR > RSB 0] LR B SU R R A NS SO SRl (A S BT PR - $2eiE S s 88
HrEYEAN R » (5 R ) AN A kSR TR B P AR AV E RIPRA o NS0 Ay A/ NIR A - {SE T RS eR it
B SRR KB > MB 2 GB i1 -

Notifications

= i _ -~ [
[¥] Hotify user when usage reaches IQC ,J’ % of allowed quota (webmail popup)

| Also send a notification email each time the user logs in but not more frequently than every .| | days

(values: 60-43200 minutes)
S . - = . -
|¥| Restrict user from sending emails when usage reaches IU ,J‘ % of allowed quota

than the quota usage warning procent

To have account users notified when they reach a certain level of their allowed quota through a pop -
up displayed when accessing the W ebMail interface, check the respective option in the Notifications
section and use the up and down arrows to increase or decrease the default percentage of the quota.
When this option is checked, the users are also notified at every login. You can set the frequency of
these login notifications using the up and down arrows corresponding to this additional option. To
select if the respective value is calculated in seconds, minutes, hours or days, check the respective
drop-down menu.

ZEHI P 3 1n) Webmail Sl < it ] 38 51— g Ay /K P BCEin s — P PRAUE R - T A1 E0 55 o AR
eI > (5 A ) AR AT IS D RIBOA B O3 b o SRR T - FEREH e R
A o AT LAEE FH R EATE N RTSL o DAASKR DTS00 N A AR 15 e X S < AR » FARRIHY M LR
BeRAERN T RAE T URVER - T3 8R » JU N ERJLRHYE -
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Password policy

[F] Enable Password Policy enforcement

Password length must be between - and .| characters (values: 1-327 16-128
Password must include: | letters %
[¥] When chan the password, reject the last |3 |} used one(s) (values: 0-8

V] Whnen changing the password, reject the iast < vl usedq one(s) (vaues: U-C

[¥] Allow the user to change the password

(] Require a minimum time interval of ~ | days between two consecutive password changes (values: 1-385
Password Expiration

[[] Enable password expiration

Password expires in | | days from creation (values. 1-365) days

Notify user at each login, starting from .| days before the password expiration (values: 1-365) days

Also send | a notification email

Sessions

Max. number of POP3 sessions: 4 :J alues: 0-16

2 al S
Max. number of IMAP sessions: 16 5| (values: 0-255
Max. number of Webmail sessions: |4 _:_t alues: 1-1024

Password Policy Enforcement | Z855 55H& S2 bt

System administrators can define a Password Policy to be enforced when an account is created for
a respective domain. First of all, they can set a minimum and maximum number of characters for each
password, using the up and down arrows or editing directly the text field of the Password length
parameters. They can further select from the Password must include drop-down menu if passwords
should include letters, letters and numbers or letters, numbers and special characters. Password
Expiration can also be defined by the text fields.

Z OB 51 AT LUE SR G — K NSRBI AT SR SR - B A AT PR BB RS i N R
REVFAFEL > (A BRI N A A e E R gm A SO R S KRS - ] 5] DA S st —2
BRFHRLLNEE  WREENEA S TR SECFRNSFRF R SRR TER - B
] DUESCAR B T E SR

Session restrictions | & 1EEH]

The number of POP3, IMAP and WebMail sessions can be limited for the respective account. To do
so select the desired value, use the up and down arrows or directly edit the text fields pertaining to
each type of session. POP3 and IMAP sessions take values from 1 to 16, while WebMail sessions
take values from 1 to 2048.

POP3 » IMAP #1 WebMail Zif AR o] LA PRAI &M o BEEIX— 5 > BeRpriRavE - gHEMH R L
FIE) N FT KB E B B ST B R 2580y 21% - POP3 fi IMAP =il fE M 1 F1 16 - [fj Webmail
ZUGEM 12048 -
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- Webmail
Limit attachment size to: |1_E MB | w | [walues: 0-102400 KB 1)
Limit number of attachments per message to: m [walues: 0-1024) 1)
Limit message size to: IW_E MB s | (values: 0-1048576 KB "1
Limit number of recipients to: 1024 ;I [values: 1-2048) 1)

- Minimum allowed HTML body filtering level (uze the slider to change the valug) o

A Wk
[ I I [

Mo Fitering Lowy level fittering Medium lesel High level fitering
fittering

To limit the size of email message attachments, check the respective option in the WebMail section
and use the up and down arrow to select the desired size. To have the size measured in KB, MB or
GB use the available drop-down menu.

Use the up and down arrows of the Limit number of attachments per message option or edit its
corresponding text field to set a maximum number of attachments allowed to email messages sent or
received using the WebMail interface

Check the Limit message size option to set a maximum size for sent and received messages
through the WebMail interface. To do so either use the up and down arrows to select the desired size
or edit the corresponding text field.

The Limit number of recipients option allows you to configure a maximum number of recipients for
WebMail email messages using the up and down arrows to select the desired size or editing the
corresponding text field.

To set the HTML Body Filtering Level for this specific account when connected via WebMail use the
available slider. The HTML filtering levels stand for the following:

[1  No Filtering

[1  Low level filtering - converts the message to standard XHTML

[1  Medium level filtering - generates the email body based on a list of known/allowed attributes
and tags. Anything that is not on this 'allowed list' is removed. This level removes java script,
styles, etc.

[1 High level filtering - generates the email body based only on text components. This means
that only plain text components remain in the message. This forth level is the strictest and
may actually damage some formatting, but it is also the safest.

S EFTA T WebMail B2k oy HTML TE SRy o (AT FEFF - HTML S 513
TS :

TR AT (A A/ ] 275 WebMail —77 > (] [A_EAIE T ESLBEFFTRAT AN o TSR E
KB > MB = GB fy A/ -

{58 P 1 RO 1) 55 S PR A RIS T B P A T S of ML Y SOAS S B SR 1R L (6 Y Weebmail 5 TH] 70 1
RECE AR A 2 ST

FEH A NRFZE IS B R ARV > 3] Webmail SEa & XU EH S » BMERX — 5 1B
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FFIE T E Sk o BT IR A NS G R N Y S A TR ES

Wt A& E PR ZE T 0 FEC B — 1> WebMail B s KU A& » {58/ a) BRI REGk - i BEATRR
AR INER G PR A L Y SAR S B

T BT WebMail S8 H2 K -0y HTML TESCREEg ) > (HER T AER - HTML SRR
DUT A

o g
O ARG TE - B O AR AR XHTML
O TELGIREE - SR VR E T RARRE RIS IR AR LA BT R TR o AR XA
VFHIR T bR - BEZs] § MFREY java FEIAS » A5 -
O %F’ TOSUE - ANET SRR AR T A IES T - XEWE - RAAASCAHEHEIZHNE -
XEVUEER Y - AJREEIE —&gsl > Lﬁl%ﬁ“?%azé’]

Message Sending Restrictions | {5 E.4& R E]

- Message Sending

Allow sending a maximum of |1I:IIIII:I EI messages (values: 0-1000000 @

with a total size of |100 = I'-.-1 v in |1 ;I hours w @

KB
[values: O-104857E KB § 0-380000 secnlﬂ
B

Limits imposed to sent messages offer system administrators an easy possibility to prevent account
users from generating spam. They can thus set a maximum number of messages, their total size and
the period in which these are sent using the up and down arrows to select the desired size or editing
the corresponding text field. To have the message size calculated in KB, GB or MB use the respective
drop-down menu. The time frame for the maximum number of messages can be set to be calculated
in seconds, minutes, and hours using the corresponding drop-down menu.

IR 46 S B RO AL F P = SR - DI T RTBL BR A N K
SRATH .+ (A LA AR TR A N AR SO A S ER K - ( FAFRI rSeg
WEDL KB+ GB » MB » S {r i BN B/ = SHEATRARTE + (AT T 4015 8 = Al )T LI
ELLED + SN -

Remote POP Restrictions | #cfE POP [E#

-+ Remote POP

Maximum RPOP accounts that can be defined: |4 EI [walues: 0-64) 4;3'

Minimum message retrieval interval: |1EI £I minutes |w | (walues: 1-10080 minutes) ]

System administrators can limit the number of remote POP accounts defined by a certain user. To do
so, use the up and down arrows to select the desired size or edit the corresponding text field.
Additionally, a minimum interval between two email retrievals for each RPOP connection can be
specified. Use the Minimum message retrieval interval drop-down menu to have it calculated in
seconds, minutes or hours.
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LB A DAUREIAE POP & A RV E & - SEEIX— a5 il e _EATE N F ke B i
YR INB R AR A NI R SCA T B © IEAD - FEGA B] LU E M1 FL TR A 20N &1~ RPOP SER2. [AIAY A A [F]
W& o A/ V(S BARR S (R] ARG > NHEEsR AR > e TR -

Temporary Email Addresses Restrictions | [ B Hl A= dk FIPE &

- Temporary Email Addresses

Enable temporary email addresses

Max number of temporary email addresses: |4 ;I [values: 0-16)

- F
Delete temporary email addresses after: |1 = days w

[walues: 3600-31536000 seconds)

The administrator can set some limits on the usage of temporary email addresses. A user may
request maximum 16 temporary email addresses (aliases), if the limit is set to '0' the 'Add’ button in
WebMail (in the 'Temporary Email Addresses' section) will be disabled but old temporary email
address will still be available until they expire or are deleted. The time period from the creation of a
temporary email address to its automatic deletion can be set between 10 minutes and 1 year.

BT O A] DL B — LB IR 8 F Bl I FE B AR - B AT PUE SRR % 16 /Mimit r il AR ik (fb
#) e WRRGNEES 07 - F£ WebMail #y “Ap0" %81 ( “lmmf F#ibARaE” —71) REEEEA
(B [H A IS BT iR stk 75 28T DUE AT > BRI E bR » rTRUREAE 10 S38E] 1 SEAYIfa N 6l
— AT EY R TR AL E 2R -

LTS ECEX S SE - 1I05Y] “RFECE” 1% RFEPTHAVE L -

Parameter inheritance | ¥4k &

Parameters or parameter groups that are inherited from the domain's account defaults are
automatically marked with the ' icon, while the ones inherited from an account class are marked
with the *icon. When explicitly setting the value of an inherited parameter it will be marked with

the ‘¥ jcon. Moreover, any further changes at parent level (domain's account defaults or account
class) will only affect inherited parameters, while explicitly set ones will keep their value. You can, at
any time, revert the explicit parameters to their inherited value, by clicking the ‘'Inherit' link related to
the explicitly set parameter (orange) icon.

SRS EA AR BRI P g BOAE SiRe W ER > fiAL K Pk R e W R o M B
B RSEME - Eamitie WER - I TS EBHER % Bk AR BAN R E
Bk

K)o ARy 2L BxURER > MORRRFEAE - AR DIEE A - eI SEKE L4
REE > S IR SRR RURENSE (BE) BT -

Thiz value has heen set (41}
explicitly - overrides default value.
Reset to inherited

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

HESERACEXEESE > 05T “IREFRE" 1248 > tREFEEHTHEETES -
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3.4. Account WebMail Options | WebMail ik P36 I

The Manage Accounts > WebMail Options page allows you to configure an account's appearance,
preferences, contact details and signature. These options can also be set by each account user from
the WebMail Interface.

> WebMail SEI5 T A VE (BB B P 99N + ST » B ST RORIZE 44« SKEE Tt R DU
Webmail 57 + 45Nl P2 R P -

Appearance Options | #MI#ET5

General Account Quotas and Webmail Message
Aliases Restrictions Options Filters
Appearance 2
Webmail Skin name: Conlsater b
Webmail Language: Englizh b

Display |2EI ;I messages per page (values: 10-5007

Use the WebMail Skin name drop down menu to select the WebMail skin that should be used for this
account. To configure the WebMail language settings for the respective account, use the WebMail
Language dropdown menu. The available options are English, German, Romanian, Spanish,
Portuguese, Italian, Dutch, Swedish, Norwegian, Polish, Russian, Czech, Greek, Chinese and
Persian. The default selected language is English.

You can specify the number of messages to be displayed on a WebMail page for the currently edited
mailbox using the Display...messages per page dropdown menu.

{5 webmail FzfBRA4FR T 2 s rf s e bk — R 6 FIRY WebMail fzfk - icE WebMail 155 15 & & H
Ak > 1ERER WebMail 15 THISEE - A] HRVETUAILE - (81F > P OEE - PRI G - &
W FRAE > 220 o A o IREOE > Y =E o 08 > B Wl TPERDE o BEEOARIES

B

faE] LA N LS s TR YA T O S S S i gw R HY WebMail T [_F 52 B oReyIH ST -
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N2y

Account Preferences | it & #E0

Preferences -

A=k for confirmation on email deletion

Ask for confirmation on empty folder

Move deleted emails to Trash
[] Hide deleted me=szages

Save a copy of semt emails in Sext

Automatically check for new emails every |3
(walues: 1 - 1440 minutes)

Display notification when new email arrives

- HTML Body Filtering Lewvel (uze the slider to change the value)

Mo Fitering Loy level fitering Medium lesvel High level fitering
filtering

* Lowy level fitering - convert messages to AHTML standard
* Medium level fittering - strict fittering regarding resources
* High level fitering - preserve only the text content

You can have a confirmation requested before deleting a message via WebMail from the currently
edited account by checking the Ask for confirmation on email deletion option.

Check the Ask for confirmation on empty folder option to request a confirmation on emptying a
folder in WebMail for the currently edited account.

To have messages deleted through the WebMail interface sent to Trash check the Move deleted
emails to Trash option. If left unchecked messages will be permanently deleted.

Allow the WebMail interface to check for new emails automatically for the configured account by
checking the Automatically check for new emails option. Use the available text field or its up and
down arrows to define the time frame and the dropdown menu to have the period measured in
minutes, hours or days. Check the Display notification when new email arrives option so the user
receives a pop-up warning when a new email arrives.

To set the HTML Body Filtering Level for this specific account when connected via WebMail use the
available slider. The HTML filtering levels stand for the following:
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MRS EEE K 2 AR Tl IER 2T AT DAAE WebMail il fRis 2R A -

FREORIIA T 22 3L e 15 v ] ATE WebMail j5 22 U R I ZERAf A -

Tt Webmail S i bl aF 2 U s w45 2 IERAVE R 2 2 R AAE R T - A EERIE B HUR
AR AR -

S Webmail S - Has R E ARG T UL « i EE T « AR B T -
{65 I SE A B R R XIS » FEAF NHLSERhrt » AL+ /NSl -
FASHTHI BT AR SRR TSRk + P — e 2 -

S T WebMail BPEET I P9 HTML IESChRi 2R - A FTRIT -« HTML Rhs gl icss
BUFAE

o g

O ARG EEE - B PR AERY XHTML

O ERBIAVALE - B VR MR PR BRI R AR A Y BT o AR BN i
FIF P HEER o LGP IMEREY java A > #£5F

O BEICLE - (T SORA AR R TR S o XERE - AFASCRAFRERORE -
XEUEEE I8 > REEIE &8 > HEtERET ST -

Contacts Settings | BE2 NN E

Contacts -

Uze contacts from public address-book

Use contacts from domain

System administrators can select which contacts to be used for the account they are currently editing.
They can either use contacts from the public address-book and/or employ domain contacts. To do so
please choose from (or both) available options: Use contacts from public address-book and Use
contacts from domain.

ZAUEHE 0 0] DL H BTIEAE e BRI R B BRI R AN o AT T DUfSE 2 St b SR/ B3R S84 1
FNEIR o BB —rd o 1R (S0P ) T FIRYZEI © (5 F AISRAY 2 st SR (58 PR EBR 2 A8,
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Defining a Signature | I X &%

Mes=sage Signature =

- Append the following text to all messages sent from this account

» Save Cnnﬁgurminni

To have a signature defined for all messages sent from the configured account via WebMail type it in
the Message Signature text field. The text you define will then be appended to all outgoing email
sent from the WebMail interface.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

TE XK TR 5 T WebMail riyi 8 82 CAF B E. » IRE XHYSCACRE M Webmail 57
BN A LG FT A R AR -
HESERACEXLESE > 10T “RFECE” 1248 > PRFEHTHETER -
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3.5. Managing Message Filters | & F iR {4 n] e 28

The Manage Domains > Message Filters page enables system administrators to configure a set of
rules to be applied to messages received by specific accounts, as well as to view and change any of
the similar rules created by the users themselves. The page gives access to other 2 sub-pages:

[J  Admin Filters - containing the parameters relative to incoming message rules and filters.
[1 User Filters - containing the parameters relative to incoming message rules and filters set by
users in WebMail > Settings > Filters page.

B> W R B A TUE AR RSV E E AECER E K AT EIHUEE > DIREBMESMEMHA A
BIEEAYISIN - TR HE T V5 HoAth T

U EHAAESS - S8 AR AR EES -
O FHPLiges - aA G ABERIFTE &2 H - E WebMail>15% & > i i 01 [ & B A 54
Account Quotas and Webmail Message
General Aliases Restrictions Options Filters L
Admin Filters | User Filters
The rules and fiters have been set expl ¢, Réset to inhertted from mycompany com account defay Me)

Incoming Message Rules =~

The message rules below will run after any existing Server level + Add Message Rule
¢ rules and Domain level rules (common actions will be overridden)
# Hame Status Actions Priority
1 TestRue 2 Enabled  DISAELE m EDIT »# DELETE % ~
2 TestRule1 Enabled | DISAELE m EOIT »# DELETE % *

3.5.1. Admin Filters | & Gifiisk

The Message Filters > Admin Filters sub-page enables system administrators to configure incoming
message rules and filters for specific user accounts.

Important:

[1 The Rules and Filters configured in this page replace the ones inherited from account
defaults.

[1 For a direct access to the account defaults parameters, click on the underlined account
defaults option available right under the Admin Filters sub-page name.

It e 23 >E T A 28 7 00 - (6 2RSS R ARSI BT AR R ik AT aB A R F L e 2 -
EERER

O AERETT P ECE AT AU AT A R RS AU P B AERATECE -
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COXSTEEEVIRIAYIK EOASE > ST RS AIK T BOA BRI - BRI A] DUARYE B 51 AL TR RS
ERUAEIEL S

Incoming Message Rules | BESHBEEHILNI]

Important! When first accessing this tab to be able to add filters for this account click the Define
explicit link.

EHE | U RUI A MRRERE B IR = PRI g Es - s e AR AR

Gaaaval Account Quotas and Webmail | Message
: Aliases Restrictions Options | Filters
Admin Filters f User Filters

The rules and filters have been set explictly. Reset to inherited from mycompany com account defaultd)

Incoming Message Rules -

, The message rules below will run after any existing Server level + Add Message Rule ]
¢ rules and Domain level rules (common actions will be overridden)
# HName Status Actions Priority
1 Rule2 Enabled  DISABIE w EQIT DELETE = &
2 Rue1 Enabled | DISABLE m EOIT ~» | | DELETE = *$
3 Rule3 Enabled ODISABIE® EDIT » | | DELETE x %
Move Up

To configure a new message rule, hit the Add Message Rule button and then fill in the specific
parameters in the new sub-page, New Message Rule. Each message rule has an Enabled/Disabled
status displayed, the action displayed by the button next to it is the opposite of the status. Each rule
can be deleted or further configured using the Delete and Edit buttons.

To set the order in which defined rules should apply, use their corresponding up and down arrows
available under the Priority section.

Important:

[1 All message rules available in this section will run after any existing Server Level Rules and
Domain Level Rules (common actions will be overridden)

ZRCE—MHHERN T OISR 2  AAEEEAEHAY T T B Ey Bk 2
8o RN E I ZERPIRES R - B35 AHE L BonHY S ER A SR - B LIS a] LUy
HPRECI—2 060 “WIER" 0“4 f2HECE -

B XEYRNINEE R - (8 EAR R A ik T ARE L S el o -

HERN ¢

O AR BT WIS T T R IA HIUR 55 ws R A A N e (S [ETEhR
i)
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General Settings for the New Message Rule | & B 5B E=HL0E #1

New Message rule

General Settings )

Message rule name: |Fule

Enable this incoming rule

Use the text box under General Settings in order to specify the name of the new rule then enable the
new rule by checking the box in front of the option called Enable this incoming rule.

fER “HMEE" THYSCRET DUEE AAREET AN > 28055 R T2 AR S AR - #R9 /5
FHIEE AR
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New Message Rule Conditions | #rlB{EENI S

In the Matches section, first decide the incoming messages for which you want the rule to apply. Next,
choose the conditions you want to apply to those messages (e.g. for messages from
'‘abc@domain.com’).

£ IR s o B EEG ARLER > MEEEANNGER - # M RERCHEER TR EN
& (Fgn - JHEM "abc@domain.com') e

Matches =

For incoming messages that match | ANY of the conditions below %

Subject * || Contains w || prize |

+ Add Eunditinr%

Use the drop-down menu to select the type of the new condition. Available options include setting

conditions relative to the subject, sender, receiver, Cc, To or Cc, size of the email, as well as a

customization option, accessible by clicking on Custom. To delete one of the newly-added criteria hit

its corresponding trash-bin shaped like button.

S NS SR o B A2 A o A AV RIS R B SR A Y R > N o BEUGES P06 IR

%ﬁgﬁéf%ﬁ%kd\ » DU E X - mlEi s CEE N o R — ST A AR A o AR MY
i o

New Message Rule Actions | Zrl{4-HL NI (E

Actions A

Perform the actions below:

have ta w || Deleted I

+ Add Action [!

By editing the Actions section, you can decide what you want to do with the messages that match the
above conditions. Use the drop-down menu to specify the actions corresponding to the mail message
i.e. moving, copying, deleting, or redirecting it to a certain email address etc.

To add a new action, click on the Add Action button and then fill in all the corresponding details in the
newly-displayed menus. To delete an action hit the trash-bin shaped like button displayed on the right
hand side of the action in question.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.
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3.5.2. User Filters | FHi1Ess

The Message Filters > User Filters sub-page enables system administrators to configure incoming
message rules and filters for specific user accounts.

Important:

[1 The User Filters subcategory, in particular, gives you access to the rules defined by the user
for this account using the WebMail interface.

[ Editing these rules will actually edit the user-defined filters, and the changes will be seen by
the user in the W ebMail interface. Access to these rules has been introduced in order to allow

the administrator to correct potential problems in user-generated rules through shared
access.

HREE R ES >E T AIE % T I [ ASmEH REEWE B (F AR E A ik oy s A-#R AT e es -
EEHR

O PR T R IRUIRIX MK S 6E ] Webmail FRif - H AT e SCEIRLT -

O SRR RN SE R B AREE A  E E SO RS Lﬁwwmwﬁﬁ P REEERZ(E - X
SRRNETL R ERS A - DU EE FORE IR S5 (I HY R P 2 ey A o B[R] R -

Incoming Messages Rules | {& A {EFLI]

General Account Quotas and Webmail Message
Aliases Restrictions Options Filters
Admin Filters User Filters
Incoming Message Rules =

i.-" ’ . _ i _- ............... LAl + Add Message Bule

# HName Status Actions Priority
1 Uszer_Rulel Enakled | DISAELE m EONT # | | DELETE % &
2 Uszer_Rule2 Enabled | DISAELE m EONT # | | DELETE ® *

To configure a new message rule hit the Add Message Rule button and then fill in the specific
parameters in the new sub-page, New Message Rule. Each message rule has an Enabled/Disabled
status displayed, the action displayed by the button next to it is the opposite of the status. Each rule
can be deleted or further configured using the Delete and Edit buttons.

To set the order in which defined rules should apply use their corresponding up and down arrows
available under the Priority section.

Important:

[1 The message rules below will run after any existing Server level rules and Domain level rules
(common actions will be overridden).
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SRCENT R ERET TR ANASERN" 324 - ZRSESAERAY T 0T - WroEab N Ay BR 2 -
RIS /2 RIRS BoR - 55 I BRI sh A SR © BN AT DA bR
Bt S MR 0 R IHIECE -
VB AR N 25 P (56 PR R (5] T 57 Sk TR e e R i o
HEER

O OHETNEEVANE o REETTE R RIS s SR RIS R I (HRETTa R ) -

General Settings of the New Message Rule | —f5%i& & 5B -5

General Settings -

Message rule name: |Jser_Rule

E___{iSEn.\I}Ie this incoming rule

Use the text box under General Settings in order to specify the name of the new rule, then enable
the new rule by checking the box in front of the option called Enable this incoming rule. {#f S AHE »

LAEER NI FE > 28 S IO E T B RDITHIAUN - FERTEAY 2 F L 2 ARUUIAS
EHE

New Message Rule Conditions | #rlB{ERNI 254

In the Matches section first decide the incoming messages for which you want the rule to apply. Next,
choose the conditions you want to apply to those messages.

£ TSR B S E SRR E AL ACH R RIAIN © BT OR - SRR R R R X N B SR o

Matches &

For incoming messages that match | AMNY of the conditions below

Subject || Contains w || pharmacy i}

+ Add Condition [:%

Use the drop-down menu to select the type of the new condition. Available options include setting
conditions relative to the subject, sender, receiver, Cc, To or Cc, size of the email, as well as a
customization option accessible by clicking on Custom. To delete one of the newly-added criteria hit
its corresponding trash-bin shaped button. New message rules can be set to match all or just part of
the specified conditions according to your choice.

{SE A T HISEBR B BERr 2R AY AT RIRY T EAE IR BRSO Y R - KA - BRlRES - T o
ULENT B PPEE”T BYRLTERORRY AN > DU E SRS > nlEE R CHEXT o BRI
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AR A o o HAH N RS IRAR A% L » ] OSBRI RN > DAFFEAUERIZRAF T - IRIBCHY Ze b 2280
A RH PR —ER Y

New Message Rule Actions |FrHBA-HLNIEE/E

Actions -]

Perform the actions below:

Move to w || Deleted &

Redirect to w pl:lstmas*ter@mycumpany.mm| |
+ Add Acﬁun[{

By editing the Actions section you can decide what you want to do with the messages that match the
above conditions. Use the drop-down menu to specify the actions corresponding to the mail message
i.e. moving, copying, deleting, or redirecting it to a certain email address etc.

To add a new action click on the Add action button and then fill in all the corresponding details in the
newly-displayed menus. To delete an action hit the trash-bin shaped like button displayed on the right
hand of the action in question.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

Wi ST 85 o IR DURE R R T 2 SR G BHSRURE o (R TR SRS E A MY
shfErez > &l Wbk > SREE [ E— MR E R E T Hb At F AR - B

R IREZHUR I — e - S SR A 1T BoriySE e - RSN IEST B9 br
SAFIRAEZ L oA RIS EA R -

HESERACEXEESE > 05T "REFRE” ZHIRORFETHTE X -
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3.6. Managing Originator/Recipient Restrictions per Account | &%

ik AR A BN PR A

The Manage Accounts Tab > Send/Receive Restrictions sub-page enables system administrators
to define and enable or disable sending and receiving restrictions that can limit the domains and

subdomains emails are sent to or received from. Additionally, they can create limited lists of recipients
and senders that can or cannot send/receive emails.

PRI P A IS > 22 2K [ REUT PR 11 DT I (55 2 50 8 B 51 W] DAE S I8 P 2 F PR Al ] DABR A SR 538y
Eﬁﬁ}i)“&fg%ﬁfjﬁ(ﬂﬁki%ﬂ%% o JEAN o MATIE T BUEIT A RIS - W] LB AE & 28/ BRI T IR (Y
1% °

. /
General Account Quotas and | Webmail Message az It:gi;.re
Aliases Restrictions | Options Filters Restrictions
Restrictions "
- Send
Enable send restrictions L8]
Domain option | Dizallow all domains A (]
Exceptions are inherited from subd Jlocaldomain sccount defaults. %1
Define explicit exceptions for thiz account.
- Receive
Enable receive restrictions LY
Domain option | Dizallovw all domains w (1)
Exceptions are inherited from zubl localdomain account defaults. 41}

The administrator defines the following options:

Enable/Disable sending restrictions
o Allow sending only to the same domain
= Allow sending to subdomains
o Allow only recipients /Disallow recipients
Enable/Disable receiving restrictions
o Allow receiving only from the same domain
=  Allow receiving from subdomains
o Allow only originators /Disallow originators

Restrictions apply for messages sent from:

o WebMail: An NDR will be returned if the destination address is not allowed.

o SMTP/Outlook Connector: The 'RCPT TO' command will yield a permanent error, if
matched.

o Sendmail wrapper: An NDR will be returned if the destination address is not allowed.
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4. Groups Tab | BEH %I

When first accessing the Groups tab, a list of the existing domains is displayed. To be able to
manage the groups you have to first select one of the existing domains.

Y- RUIEHARE S B RIAAESPIR - N TREGEHRA - RS — B -

Manage Groups &1+ Add Group |

Alphabetical List Group Search

Domain )
In order to manage groups please select a domain first.
Filtet domains

localdomain.com
MY COMmpPany.com E

Domains 1-2 of 2

After selecting a certain domain the list of previously created groups is displayed. To run a search for
a specific group use the Group Search field. To edit an existing group use its corresponding Edit
button, to delete it hit the Delete button. In order to create a new group press the Add Group button.

PREFARE - JeRTQERVAYIR T R - W EN—HEAAERFEIETHE - EhRBINAHRE
FIENSRIEY “gmfE” f24H > WERTIT “WER" 24 - v T e > 7 R 2l

&+ Add Group |

Domain name: MY COMPpEny Com
Group Mame: Sales

I Group"s email address will be: Salesi@mycompany .com

Enakle thiz group

* Advanced Confiy Quick Add !

The domain you are creating the group in is displayed in the Domain name field if you have already
selected a certain domain. If you press the Add Group button prior to the domain selection you will
have to type the desired domain. Specify a name for the group you are creating in the Group Name

text field. After specifying these two parameters the groups email address will be displayed (generic
address is Groupname@Domainname).

Check the Enable this group option if you want to render the group active. If you are done
configuring the group hit the Quick Add button. Alternatively, should you prefer to further fine tune it,
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click the Advanced Config link. This link and the Edit button of already configured link gives access
to two configuration pages: General and Message Filters.

WERIGE LR TR SORA R BN " 7B o QIFEERE RN fHIZ AT > IOk
NS AFTRREVE © FralRAHLHE SORFETHEE — K « f8E XN SEUE 4 A T itk
Fremorey CERtIE A @A) -

WERATIEE LA - )5 LA 2T - ARESERBCERQ] "PREVRIDT 1548 - 940 > WIRTEEL—F
oA - s “ERECE” BERE o R R I D AR B RV SERS R T P NMICE DU ¢ S AR
IR ] ©
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4.1. Group General Configuration | B EEAHAE

The Groups > General page allows you to add and delete group members and also provides
information on the group currently edited.

H>H AT ARV EOR IR R - Rt T AR REA -

Message

General Filters

Settings =

Group Hame: | Sales |

Group's email address will be: Sales@mycompany .com

Group Members: pa| + Add member

patricia.miller@mycompany .Com

# Address Actions
1 arthony taylor@mycompany .com DELETE =
2 david mooref@myc ampany com DELETE %
3 cardl jenseni@my campany . com DELETE %
Enable this group
Infio =)

Group created on: Thu, 31 Jan 20038 10;49:40 +0200

La=st modified on: Thu, 07 Feb 2008 05 28:31 +0200

Use the Group Name text field to edit the name you have previously assigned to your group.

To add a group member type his/her email address in the Group members text field. To add more
than one member hit the Add member button which will generate additional text fields for email
addresses. To delete an already added member use the Delete button. Check the Enable this group
option if you want to render the group active.

The Info section displays details referring to the creation and last modification date and time of the
group.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

(AR SO FE I IR SR E 0 BCE H AR o BRI R 512580 - it/ 4ty B3-S ¢ Stk 2 ol £
XARF B - BURIIZECRATT “ARINE R 5 - X

R A MY TS AR Y SO B - BEERERINAVER A GER “MER™ %4 - ARIRERIERIZA
PATIEENIRAS - 1R S R R 4H R T -
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= B ERSy BRI AR SISy HBRFOE [RIZHAY RIS B, »
WIRSERRICE X 28 105 “REMRE HHRRAFEAYELL -
4.2. Groups Message Filters | FEA4DM EUT SR

The Groups > Message Filters page enables system administrators to create and manage incoming
message rules for a specific group.

Important!

[1 Group level rules will run after any existing Domain level rules and Server level rules
(common actions will be overridden).

When first accessing the page a list with the already defined rules and filters is displayed. Both lists
can be minimized or maximized by clicking the list name bar.

BRA > IR 8 25 UL I F] Lk AU E B 1 QTR E B — H AR E A E AR -
HE !

- HEEMN BT B IREI AN AR S5 a3 NS (SRETTaRE ) - S — XVl

T R EAE XHTMALL 828512 » PRSI AT Pl i i SR i e/ M Bl
PN I

General I'Fu'lillatsesrgge

Incoming Message Rules )
ottt LD
# HName Status Actions Priority
1 Group_Rule2 Ensbled | DISAELE m EDNT # | | DELETE = ¥
2 Group_Rulel Enabled | OISAELE m EDIT & | | DELETE % #*+| 8
3 Group_Rules Enakled | DISAELE m EDIT # | | DELETE = \b

Each message rule has an Enabled/Disabled status displayed, the action displayed by the button

next to it is the opposite of the status. Each rule can be deleted or further configured using the Delete
and Edit buttons.

To set the order in which defined rules should apply use their corresponding up and down arrows
available under the Priority section. To configure a new message rule hit the Add Message Rule
button and then fill in the specific parameters in the new sub-page, New Message Rule.
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ARG E R RS RS - B35 A SR shE A AR o LD AT DL B
St R MR HIACE -

VB S IR 55 P 5 B EL AR 9 A S AT R e 53 - SRR PRI TR DB
MU » RS HLSAERTAY - 016 - SRR B 54 -

General Settings )

Message rule name: |Group_Rulel

Enable this incoming rule

Use the text box under General Settings in order to specify the name of the new rule, then enable
the new rule by checking the box in front of the option called Enable this incoming rule.

In the Matches section first decide the incoming messages for which you want the rule to apply. Next,
choose the conditions you want to apply to those messages.

(EFE AR E T HSCARE S E ML EY 5 - 28058 R EIALIN - FE AT A B80S F L AL fe 2
fE -

£ “UCEC” E oy SeE SRR S R AR R « B2 R BRI HIE X S SRR -
Matches -

For incoming messages that match | ANY of the conditions below

To w || Contains W || Sales@mycompany Com (]

+ Add Condition

Use the drop-down menu to select the type of the new condition. Available options include setting
conditions relative to the subject, sender, receiver, Cc, To or Cc, size of the email, as well as a
customization option accessible by clicking on Custom. To delete one of the newly-added criteria hit
its corresponding trash-bin shaped button. New message rules can be set to match all or just part of
the specified conditions according to your choice.

By editing the Actions section you can decide what you want to do with the messages that match the
above conditions. Use the drop-down menu to specify the actions corresponding to the mail message
i.e. moving, copying, deleting, or redirecting it to a certain email address etc.

{5 FI N AL R o e A A o AT IRV BRI AL IR A SRR R R > R A RN > bR o

YN B bR BYERTEMEAY AU o BURE E BT > Al sy THEXT o EER—
g@ﬁﬁi%ﬁ%ﬁiﬂi&ﬁﬁﬁ%‘%ﬂ o AU ERTHBCERN - DI EMERIRET - IRYEEHy R 2
HARE PR —E T
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i g CEhfET By o IR DURE R E M 2 S G DESRRARE o (BTN RIS R E A MY
e - EH > MR - SUEE RE—MRE R TR AR S -

Actions -

Perform the actions below:

Mave 1o || Sales i

+ Add Action |

To add a new action click on the Add action button and then fill in all the corresponding details in the

newly-displayed menus. To delete an action hit the trash-bin shaped button displayed on the right
hand side of the action in question.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

SRR LRI — BRI ENE > 2SR BorAY S R E RN AT - ZINFREN(F el B Eon
Ay A LB ERI LA -

LESERECEX L SE > 1IL154] “REFRCE” IHHIRIRFEHY R -
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5. Mailing Lists | fi3{E%155

Use the WebAdmin Mailing Lists tab to manage the mail lists in CloudMail Mail Server. When
selecting this tab the currently existing mailing lists are displayed.

(M WebAdmin FyR (51 F TR REEERFIFAE CloudMail fF:A 5585 » HFER LR B AR
HHERIE TN

Mailing Lists " Add maiting st |

[ Services ¢

B Domains & Accounts - Alphabetical List Mading list Search
Manage Domains Domain | # Mailing List Name Actions
Manage Accounts Fiter domains 1 Maling_istt EDIl » | | DELETE %
Groups 2 Mading_§212 EDIf /| | DELETE &
Mailing Liuts localdomain.com 3 Mading_¥513 EDIT /| CELETE =

Public Folders
Account Classes

Mycompany.com

Domains 1-201 2

g Security & Filtering -

If you have defined a large number of mailing lists you can quickly locate a certain one by using the
Mailing list Search available in the upper right corner. This field enables you to search by the name
of the mailing list, on a filter as you type basis.

You can also search for a mailing list by using the Domain search menu available on the left of the
screen. Just fill in the domain name in order to see all the corresponding mailing lists and they will be
filtered out as you type. Clicking directly on one of the listed domains will result again in displaying all
the mailing lists defined for that specific domain.

To edit an already defined mailing list hit the Edit button on the right side of its name, to delete it hit its
respective Delete button. Should you like to add a new mailing list click the Add mailing list button.

WERELE X T RENHEFIR - (0] DUBE R R SIR AT EA L AR R EI A o SIREA
— NI AR AN T B AT IR 5 IR A A5 -

Tt m] DUE Pk R S s mE R e MR R — D PIRR - ARREEIE A b A RE B EIM RN AT 5115
A TRFES B ERA B S d— D BTV S EFERERE X E SRR 51 -

B — N EE A EY IR g ARG MR gmia iz dl > MR e G SR “HER™ f24 - RIR
TERII— SRR R > sy “URIOARARPIR" 24 -
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Et* Add mailing list |

p N 1
=]
Domain name: |m§.-'|:|:|mpan§.-'.cnm |
List name: Msiling_ist1 @mycompany com
List Full Mame: |Mamng List 1 |
[ed. My Mailing List)
Lizt passwoord: |******** | Set Random I

The pasasword has been rahdomly set to; 10zSGLUAL

Admin email: | postmaster@mycompany .Com |

¥ Advanced Config Quick Add |

b "

Fill in the requested details: domain name, list name, list full name, administrator email, then specify a
password for the mailing list you wish to create. Hit the Quick Add button in order to create the list
using the default settings or the Advanced Config link to further fine tune it.

When pressing the Edit button for an existing mailing list or the Advanced Config link you access the
six pages shown in the screen-shot below. The name of the configured mailing list is displayed in the
upper section of the screen at all times.

EHEFRIRAER 84 o YIRS IR BEANE T - AafEE iR EelZiR s
AR - e “HRERIDT $24L  DleTREEERBONRE e R ACE I — P AR B RS 3% -

ST R L VBIARERARSIRE SRACE” BERE - IR N R R T ATREY T - £
EART I B A =80 73 of BRI BC BRI RB RS IR HYAAFE

Configure Mailing List Mailing_list 1@mycompany.com
Subscription = Quotas and = Webmail Message
General Members and posting Restrictions = Options Filters

5.1. Mailing Lists General Configuration | fii{4:%135— 8l &

The Manage Lists > General tab allows system administrators to set the running services for a
specific domain and other domain related parameters.

EHBRSF LT R RIEH 0UET— MRPE RIS A E A RSO E -
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Settings | 1% &

Subscription = OQuotas and | Webmail Message
General Members and posting Restrictions | Options Filters
Settings -
List name: |r-.-1ailing_list1 | (MY COMPanty Com

Li=t Full Hame: |Mailing Li=t 1 |

List's email addrezs will be: "Mailing List 1" =Mailing_list! @mycompany coms=

Account password; | | Set Rand-:uml

The password has been randomiy set to; 550p3tga

Always accept subscribe and

B ) . ostmaster@mycom, ar|
unsubsecribe confirmations from: |Fl @my P

Use the List name and List Full Name fields in order to edit the name of the mailing list. The
complete name will appear as displayed under these fields. In this example, "Mailing List 1"
<Mailing_listl@mycompany.com>.

Use the Account Password text area to manually specify the password for accessing the mailbox of
this list, or generate one randomly by hitting the Set Random button. The new randomly generated
password will be displayed in the field below: 550p3tga, in this case.

Subscription and unsubscription confirmations are automatically accepted for the mailing list displayed
under Account Password. Leave blank in the text box if you wish these requests to be confirmed by
the administrator.

(EFAIRAIR - HITH AT EE » DURBAL Y RAVARR o SRR F S IR S R - XA
il > “Mailing List 17 <Mailing_listl @mycompany.com> -

(EFIMK s SRR F-ah 15 IEHIZR VT (AR 2 S - sy ik ERETUZ - A —1> - - 12
RS > FrAIREN A R E# S & BoRE T Y5 EL © 550p3tqa -

BT AR TR OESIR T BRIk S # 8 8 8h#52 - ORREESCME T L8 H AFIAXEERITHZE -
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Services | ik%

Services -

- Services enabled for this mailing list

Service name Actions
& SWTP Receiving DI5AELE m
& SMTP Sending DI%AELE m
& POP3 DISAELE m
& Mop DISAELE =
& FRemote POP EHABLE ¥
& webmail DISAELE m

Use the Services field to specify what services are enabled for this mailing list. To enable or disable a
service use the respective buttons corresponding to that service's name. Greyed out options are the
ones active.

{5 PR 35 T Bt E R LR S5 #0 B ) T X M5 1IR% - 22 /5 Y A FH A 35 (o A2 AR 35 B A4 PRAE o R A B
Pl o BT BRI ER -

Info|(Z &
Info =

Account created on : Thu, OF Feb 2008 09:26:42 +0200

Used Guota : Dkk

- Last Login Detailed Info:

{ IMAP {POP3 { Webmail

fnever fnever { never

# Save Configuration

The General page also displays specific details about the currently edited mailing list in the Info
section. The information refers to the account creation date, as well as time details for the last
modification and login.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

CEAL T B T gm AR AR PR (E B RV ERATT - (EEEEK T QT B - DU S
IS TR B S (BT S A 7T

LR EX LS IL5Y] “REFRCE" IHRREFEA R -
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5.2. Members | f% 5

The Mailing Lists > Members page allows system administrators to specify the parameters
regarding the members of the mailing lists.

HRPEFIER > 51 T Fe v S 0 E B T TR E Y S U RAVER RS RAVREA -

Subscription | Quotas and | Webmail Message

General Members and posting | Restrictions | Options Filters
Alphabetical list {ordered by email address) -
| | Clear filter + Add member

# Email Hame Actions

1 david moore@mycompany .com Dravidd Moore EDIT # | | OELETE %

2 patricia miller@my company .com Patricia Miler EDIT »# | | DELETE %

3 zarah jacoki@mycompany' Som Zarah Jacok EDIT # | | DELETE %

The members list is displayed alphabetically taking into account the first letters of the members' email
address. You can also use the searching field in order to create a filter and thus be able to locate a
certain account faster.

To edit the details of a member address, click the Edit button on the right side of its name, to delete it
hit its respective Delete button. Should you like to add a new mailing list member hit the Add Member
button.

[ B 51175 PR ol B Y PR St bk Y B B BRI B o A AT DUEE IR sk - PAelE— i
IERE > MIMRERS IR B

GRERC LR RANE S o IR HAMEA MY "R 24 > WIFRE & H S BRI - R
IRECRIN— R AR RS IR ST NIRRT 540 -

+ Add member |
™

F .

=l

Membet's email | davidd maoregmy COmpEany . comm |

FLIl nzme |David Moore| |

Cuick add [:!

Adding and editing a member address is done by filling in the requested details: the members' email
and full name, and then clicking on the Quick Add button.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.
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AR AR S RS TR IR E S © AR TN 2% > RS AD “REVRINT 154 -
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5.3. Subscription and Posting |37 [##1% ik

The Mailing Lists > Subscription and Posting page allows system administrators to set rules
regarding subscriptions and unsubscriptions, posting rights, define message headers and templates
for mailing lists.

FERRARFIF > AT A& AR OT 1 S VF RSB R BT BRIRT B9 > BARAL - 7 PR AR R 51]
FHIFHRR -

Subscription/Unsubscription | 1] JAE1T

Subscription | Quotas and  Webmail Message

General Members and posting Restrictions = Options Filters

Subscription / Unsubscription
Allow subscription / unsubscription via email

Email address | Mailing_list1-request
Subscribe
Administrator must approve subscriptions

v| Use special emaill address for subscription:
Mading_list1-subscribe @mycompar
Unsubscribe

D Use special email address for unsubscription:

Mading_list1-unsubscribe| @mycompany com

In this section, you can set the rules regarding subscriptions and unsubscriptions from a defined
mailing list. When checking the Allow subscription/unsubscription via email option you can also
decide whether the administrator needs to approve subscriptions and set special email addresses to
be used especially for subscribing or unsubscribing.

FEAT IR ARE] DU BN E IR AEFIZRAT BIFRAT - HA8E VPG AR]85 i Ay 28 T
IR AT B E R A TR LT B JFIRE T 10T iR R Bl A T B ECR T -
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Message posting | J4E %
Mes=ssage posting )
Me=sages can be posted by | Subzcribers and Moderator  w

Require moderation for hMeszages from non-subscribers W

- Allow only messages with the following content type (uze the slider to change the value] -

| | |
Arey content type Texti* Text J Plain
[mo restrictions) [amy text content) [Plain text)

Use the drop down menu from the Messages can be posted by field in order to select who has the
right to post messages. Choose one from the three available options: Anyone, Subscribers and
Moderator, Moderator Only. Check the Require moderation for option to choose what messages
should be moderated: all or those from non-subscribers.

Use the content slider available in this section in order to define the type of content a message can
have. Move the slider to the left or to the right, in order to make the selection. Enabled types of
messages will then change color from whiter to gray.

T BEFER AT B MO E AT EAAR T (B RIS o B M =TI - (EMA - A AR
EFA > EFARFZ— - REFRBEAVRT] > R 2HAEERIZERRE - 2HEEMIET - -

(ERATT IRt N EIES, - DIHEH BRI EIBI A DUA - RgPReah B2 LG - DIEERE - 15
FIETH S SRALR S Bl s B R e -

Message Headers | fi{Erk

Message headers )
-------- Remove the following headers from each message: + Define |
# Hame Actions
1 Date EDIT # OELETE =
2 Tno EDIT # OELETE =

Here you can list or modify the headers you wish to remove from each message. To edit a header hit
the Edit button on the right side of its name, to delete it click its respective Delete button. Should you
like to add a new header to be removed hit the Define button.

FERX LR AT PSS AR SR AR IIER Y Sk e S e - B gmE KBk AR IRy “gmie” $24 - MER
E o A HBER WERT 7 o RIREET YE X HEHIARII— SRR
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+ Define |

P

Matne of the header to be removed

=

| T-:||

w

Whether editing or adding a new header for removal you will need to fill in the name of the header,
then hit the Quick Add button. it 4REERIT— YL

o PRI fEE -

FAPREEE SR NP NE e

T
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Message Templates | fB{EAER

Message Templates -

1 To edit a message template, click the corresponding button bellosny

Error messages and

Ingert Header | Footer confirmation regquests

Automatic responses

[ Inzett header
[ Inzett footer

Lnknoswn command [ Welcome meszage
Invalid username Goodbye message
Biad confirmation ¥ Subscription denied
Confirm reguest
Feguest pending
Already subscribed

T o = O R

Imvalid farmat

Insert "Subscription denied™ text for each message:

In=ert Lizt Namel Diamain Namel Lizt Fuil namel Requestl Sender addressl
variables  Sender | Confirmation code | Original Msa. | Orig Msg. Date |
Orig. Subject | Orig. Msg. 1D |

This section enables you to edit the message templates. You can edit headers, footers, error
messages and confirmation requests, as well as any automatic messages. Click the button
corresponding to the template you are interested in and make the change. Should you like to insert a
text at the beginning of each message fill it in the text box available under template types.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

PEER o (E A T] DAgw R A (S5 « T DAgmE T g - DU F51RM(E ERIEEIATEK » DUREEENEE. © %
;g%%ﬁ%gg%*ﬁ CARE N > T o R EE MR ki A — D SRR AR SUARNE
A RHESER S A -

HESERBCEXLESE > 1IE5T] “RERE” ZHPRORF TR -
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5.4. Configuring Quotas and Restrictions | & 4G A1 R &l

The Mailing Lists > Quotas and Restrictions page contains parameters relative to parameters at
mailbox and folder level, notifications to be sent to the list members and restrictions imposed to the
mailing list being edited.

205 B >EC AR ) 0T B & Y S EUH AR RIS R RIS AL - BRI R A FIN 5 R gm 51 2 he 51
FOPRA -

Managing Mailing List Quotas |z TSzl ZnE

Subscription | Quotas and | Webmail Message

General Members and posting Restrictions | Options Filters

Quotas &

- Mailbox Lewvel

Limit total mailbox size to: |4294EIE?295 ;} KB |»|| (walues: 0-4294967235 KE)

Limit total number of folders to: |1IIIEIIZI ;I [values: 0-1000007

Limit total number of messages to: | 500000 : [walues: 0-20000007
=l

- Folder Lewel

«]

Limit each folder size to: |4294EET295 = KB ||| (values: 0-42894967295 KB)

Limit total number of messages to: 100000 £| [values: 0-1000000%

- Notifications

Notify user when usage reaches IEIIZI ;l % of allowed quota (values: 0-100)

At mailbox level, the total mailbox size, the total number of folders and the total number of messages
can be limited by selecting the respective options in the Mailbox Level area and using the up and
down arrows to adjust the limits to the desired value. For the total size limit use the available drop
down menu to select if you want it calculated in KB, MB or GB.

At folder level system administrators can set limits for the size of each folder and the total number of
messages per each folder by checking the respective options in the Folder Level section and using
the up and down arrows to adjust the limits to the desired value. For the folder size limit use the
available dropdown menu to select if you want it calculated in KB, MB or GB.

To have the account user notified when reaching a certain level of their allowed quota, through a pop -
up displayed when accessing the WebMail interface, check the respective option in the Notifications
section and use the up and down arrows to increase or decrease the default percentage of the quota.

TEHIFG 250 v ] DAPRHIHBAE AN o S-SR 0 S BRI R (4 J S B A 2% 51 DX 3 v e 3 AH N Y 226 00 > (SRR
gﬁ@@;ﬁ%%%%@ﬁﬂ%ﬁ%ﬁoWFéﬂﬁ@ﬁw%WﬁtEuK&MB&GBﬁ%ﬂ@%T
SEERIREE o

FESL SR ) Z 0 E B B3 ] DU B ST SR By A N e 2 o A R Y B ITUL SR SR 1) 30 53 (56 P 1
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BRI T kR R BRI R R AV ERIIRS] - SO ST RAE A S AR E] - WRIREEELL KB > MB B
GB iR ] (A MR -

W ARE—E K - MR ECAEAD - i — 5 151 WebMail S Bonfe s &5 o
AN AT - {65 A 1) A i) A Sk ok b hseme B9 ERIA 43 EE RO -

Session Restrictions | T/E/EEfREE]

Restrictions -
Sessions
Max. number of POP3 sessions: |4 :]l (valuss: 1-18)
Max. number of IMAP sessions: 16 ;l (values: 1-16)

Max. number of Webmail sessions: |4 < (values: 1-2048)

The number of POP3, IMAP and WebMail sessions can be limited using the up and down arrows or
directly editing the text fields pertaining to each type of session. POP3 and IMAP sessions take values
from 1 to 16, while WebMail sessions take values from 1 to 2048.

POP3 - IMAP #1 WebMail T{E B4 » T DASE A a) b AT e T A A 20 B B R 0 SO B A SR a2l 1y
AR ELFR - POP3 1 IMAP L{ERMEERHUM 1 ] 16 AY{E - 1l WebMail =AM 1 F] 2048 fy{H -

WebMail Restrictions | WebMail BEH

- Webmail
Limit attachment size to: |1_3 MB (% | (values: 0-102400 KB
Limit number of attachments per message to: m [values: 0-1024)
Limit message size to: I*IIII—E MB |%|| (values: 0-1043576 KB)
Limit number of recipients to: 1024 ;I [values: 1-2048)

To limit the attachment and message size check the respective options in the WebMail section and
use the up and down arrows to select the desired size. To have the size measured in KB, MB or GB
use the available drop down menu.

Use the up and down arrows of the Limit number of attachments per message and Limit number
of recipients options or edit their corresponding text field to set the maximum number of attachments

and recipients in an email message.

Fif AT WebMail RN S B AR 57T o0 AUAE LY BT > {58 A 5] T 1) R i Sk BB AT AR AN - T
[EFH A M s R/ KB > MB L GB -

{50 FH 1) A A Sk 46 E PR AR D8 SR AR (45 2 e T = G B8 EAR L Y SO - B S EBAE — B He
TR P EIBR AU AR B R -
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- Message Sending

Allow =sending a maximum of |1IZIIZIIZI ;I messages (values: 0-100000]

with a total size of [100 ;I MB | in |1 ;I hours w

[walues: 0-1048576 KB F 0-360000 seconds)

Limits imposed to send messages offer system administrators an easy possibility to prevent account
users from generating spam. They can thus limit the total number of messages to be sent and their
size in a time interval. Use the up and down arrows to select the desired size or edit the
corresponding text field. To have message size calculated in KB, GB or MB use the respective drop
down menu.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

B DL IS PR48 2 0 YRR U 1 PP ST = BRLIEE > At 77 B B NPT R A A
BORATME - BRI A SR e B A A N AR AL S AR e 6 - (B FARLAY T e
UrELL KB+ GB > MB » ML iHEITM A AN » SHAATEASE » BRI T A e e L ik
EHLLED » SRR -

LESERECE X SE > 1IL154] “REFRCE” IHHIRIRFEHY R -

5.5. Mailing Lists WebMail Options | BiFZE44 5 WebMail #E 15

The Mailing Lists > WebMail Options page allows setting up of the mailing list's appearance,
preferences, contact details and signature.

(5122 > WebMail 22875 0T [ 7o VRS LIS IRV - T - BEETT=RE4 -
Appearance Options |¥MN#ET0

Subscription = Quotas and | Webmail | Message
General S and posting Restrictions | Options Filters

Appearance =
Webmail Skin name: | Coolwater L
Webmail Language: English bl

) B
Display |20 messages per page
B =l

Use the WebMail Skin name drop down menu to select the WebMail skin to be used for this account.
To configure the WebMail language settings for the respective account use the WebMail Language
dropdown menu. The available options are English, German, Romanian, Spanish, Portuguese,
Italian, Dutch, Swedish, Norwegian, Polish, Russian, Czech, Creek, Chinese and Persian. The default
selected language is English.

You can specify the number of messages to be displayed on a WebMail page for the currently edited
mailbox using the Display...messages per page drop-down menu.
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{573 WebMail Fofk i <t 3ef st FEIEC P S TR WebMail fi7k « SR WebMail (1A 1387
ZEHIEERE WebMail 182 T g - B RIERIVEIE - 1815 - B OSI0E - PHLTIA - Ak o
i BRI » WA BE » EE AR B REIE 0% > PEIRDENT - AFEOBIAES
R -

AT LU 52 (36 ) o K A g B YIRS Y webmail 0T 1= 22 TorAY M B &L 0T MISRERAHE -

Preferences | H#Ei

Preferences =~

Ask for confirmation on email deletion

A=k for confirmation on empty folder

Move deleted emails to Tras#h

Save a copy of sent emails in Sexnt

Automatically check for new emails every |3 ;I minutes |«
(values: 1 - 1440 minutes)

Display notification when new email arrives

- HTML Body Filtering Level (use the slider to change the value)

Mo Filtering Loy level fitering Medium level High lewvel filtering
filtering

* Loy level fitering - convert messages to XHTML standard
* Medium level fittering - strict fitering regarding resources
* High level filtering - preserve only the text content

You can have a confirmation requested before deleting a message via WebMail from the currently
edited account by checking the Ask for confirmation on email deletion option.

Check the Ask for confirmation on empty folder option to request a confirmation on emptying a
folder in WebMail for the currently edited account.

To have messages deleted through the WebMail interface sent to Trash check the Move deleted
emails to Trash option. If left unchecked messages will be permanently deleted.

Allow the WebMail interface to check for new emails automatically for the configured account by
checking the Automatically check for new emails option. Use the available text field or its up and
down arrows to define the time frame and the dropdown menu to have the period measured in
minutes, hours or days. Check the Display notification when new email arrives option so the user
receives a pop-up warning when a new email arrives.

To set the HTML Body Filtering Level for this specific account when connected via WebMail use the
available slider. The HTML filtering levels stand for the following:
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MRS ER K P 2T A BT BRI ZE X5 m] DATE WebMail fiHEHR A5 SR A -

FEEORIAINIE 22 S0 R R T R] AAE WebMail J5 22 SR B ZERAf A -

Fint Webmail S i F bl aF 2 U b w45 2 IERAVE R 2 2 R AAE T - )R EERE B R
KA -

Je¥F Webmail 5 > f&EEOAMAVETIFEICERIKS B H N E - HatQ&EREb e "5 -
58 F B PSR T B[RRI 5 S RE SRS [RIRESR > FRAE FHIEES T - AL Bf > /NIRRT -
AR E AR R R - AR LRTHR A EIAR, - A 2@ — i Ry

BT T WebMail s8Rk 221y HTML 303825 - (A A - HTML S5 3
DIFAE -

o EHE

O ARG - B PR AERY XHTML

O ERBIAVALNE - SR VR MR PR BRI R AR A Y BT o AR BN i
FIF P HEER o LGP IMEREY java A > #ETF -

0 BEICLE - (T SORA AR R TR S o XERE - AFASCRAFRERORE -
XEUEEE I8 > REEiE &8 > HEtERET ST -

Message Signature =

- Append the following text to all messages sent from this list

To have a signature defined for all messages sent from the configured mailing list via WebMail type it
in the Message Signature text field. The text you define will then be appended to all outgoing email
sent from the WebMail interface.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

MECE R & AR A IS W ebMail };% EREA IR T B ATE X35 » ARG IRIE HISCAR
FHZEINE] Webmail FRa & HEIFTA B34 2%

LR EXESE > 1IL54] “REFRCE” IHHIRIREFEHI R -
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5.6. Mailing Lists Message Filters | fiB{EYZ2 Bl (A4 5T 28

The Mailing Lists > Message Filters page enables system administrators to create and manage
incoming message rules for a mailing list.

Important!

[1  Account level rules will run after any existing Domain level rules and Server level rules
(common actions will be overridden).

When first accessing the sub-page a list with the already defined rules is displayed. Each message
rule can be deleted or further configured using the Delete and Edit buttons.

HREESIZR > B IR Es T - iR GE R QR A E B — MR RS RAY 2 AR -

BHE |
O PRSI ET IS o R REUE R AN AR S5 es M) (SREfTaRES) -

LRI S EE XEIHEYF TTE B R R R o SRR AT DA bR et — P A bR
Ml “mtE” 1ZHIACE -

Subscription uotas and | Webmail Message
General Members I Q g

and posting = Restrictions = Options Filters

Incoming Message Rules -

i) hailing list rules belowe will run after any existing Server level rules + Add Message Rule |

# HName Status Actions Priority
1 MailingList_Rulet Enabled | DISAELE m EOIT # | | OELETE = +
2 Mailinglizt_Rulez Enakled | DISAELE m EDIT # | | DELETE =

)

Each message rule has a Enabled/Disabled status displayed and next to it, the Enabled/Disabled
button displays the opposite action of the status. To set the order in which defined rules should apply
use their corresponding up and down arrows available under the Priority section.

To add a new rule for all domain accounts, click the Add Message Rule button. In the new window
type a name for the incoming message rule in the Message rule name field and check the Enable
this incoming rule option to activate it.

F—HEMNAE —BAIERIRESERETS Y - BRI B REPIRSHE I EE - ZEIF
JE SCHTAR N L 325 P 58 A AR N2 )T A2k T ARSE e e il o

FRAGEHHIAUN - Frasimkr > Bdy TRIIERAERIN" 32 o TR O PR ACHE AN AR B LA
OB SRR - e 5 LA AR TCREE & -
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General Settings =

Message rule name: |Mailinoglist_Rulel

Enable this incoming rule

In the Matches section first decide the incoming messages for which you want the rule to apply. Next,
choose the conditions you want to apply to those messages (e.g. for messages from
‘abc@domain.com’).

£ “UCHL” B S MAREER SR & ARDE R, - TR e R8BSR MF > iEH T XN R
(434 E M abc@domain.com') -

Matches -

For incoming messages that mateh | ANY of the conditions below |

Ta » || Cortains s || Mailing_list @y comapny . com g

+ Add Condition *

Use the drop-down menu to select the type of the new condition. Available options include setting
conditions relative to the subject, sender, receiver, Cc, To or Cc, size of the email, as well as a
customization option accessible by clicking on Custom. To delete one of the newly-added criteria hit
its corresponding trash-bin shaped button. New message rule can be set to match all or just part of
the specified conditions according to your choice.

P TR 8 P BT AT - ST R BAA AR  ER » B0A PRl > PR
I S PO AR TRMERTAN - DR EE AT > PR T BN - TR
b I R R - FRELITTARE - DFSRERRIET - RIBCHEES
DE/\XEIl:,\ —ER45T °

Actions &)

Perform the actions below:

Move to s || Mailing List 1 i}

+ Add Action |

By editing the Actions section you can decide what you want to do with the messages that match the
above conditions. Use the drop-down menu to specify the actions corresponding to the mail message
i.e. moving, copying, deleting, or redirecting it to a certain email address etc.

To add a new action click on the Add action button and then fill in all the corresponding details in the
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newly-displayed menus. To delete an action click the trash-bin shaped button displayed on the right
hand side of the action in question.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

it g AN EE o > AR PURE RS 2. 57 & B REHE - (B TR RS e N B
Bl EHl - Wk SREE RE— MREE R TR A SRR RS -

R LRI — MR » AR AT ERT R aEes - SRS RO R
Hel b RS R R R -

HRESERACEXEESEL > 1I051] “REFRE" IHHPRIRFITATE X -
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6. Configuring Public Folders | fit'& /N~ {43

Use the Public Folders tab to manage public folders in CloudMail Mail Server. When selecting this
tab the currently existing public folders and sub-folders are displayed.

ER A RARZEAE CloudMail Hib(Ak S5 a5 A S S EHE - LRt i-Roh - HATBAR AL
(eSS SN

@& Global Settings .

-,

_ Public Folders (53* Add public folder |

L)

P Domains & Accounts - Alphabetical List

Manage Domains Domain | Public Foider Name Actions

Manage Accounts Fiter domains To add a public folder, chick on the desired parert in the kst and hi

Groups 4) the Add Public Folder button at the top. If you dont select a parert,

s the new pubiic folder will be added in the publc folder root
Meiling Lists localdomain.com B PublicF older =
Public Folders — Y, YNNRCT e N
mycompany. <

Account Classes £% Funnies EDT /7 DELETE x
— R Domains 1.2 01 2 EF Marketing ENT ~# | DELETE x
T Security & Filtern v ”

&% Product descriptions EDIT / DELETE =
. ¥ Sales EDI /| | DELETE x
= Oueue - —

& Leads EDI ~# | | DELEIE %
&P Partnars EDT 7 | | DELEIE x

% Status & Monitoring -

If you have defined a large number of public folders, you can quickly locate a certain one by using the
Domain search menu available on the left of the screen. Just fill in the domain name in order to see
all the corresponding public folders and they will be filtered out as you type. Clicking directly on one of
the listed domains will also result in displaying all the public folders defined for that specific domain.

To add a new public folder click on the desired parent in the list and hit the Add Public Folder button
at the top. If you don't select a parent the new public folder will be added in the public folder root. To
delete an already defined public folder click its respective Delete button.

WRICELLTE T KEHYVAIHSR - fRa] DURERER S Mo A R s nl e e el - HFREE
A P A RE B BNV AL MUREE T AR R g - RS IHavE - R SEETR
JE MR RE SIS -

FNAI— DRI A ISk BB HIRTHIFTRRAAC > FHE EEFTARIIAIHOL R T4 - S0FYRA 1k

?%ﬁ@ﬁ@ﬁ%@l#%>I§%ﬁiﬁﬂﬂi£ﬁi§i{¢%ﬂ’ﬂffﬁ o BHER—PEE XY AR - BB G HSEH
R A -
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=1 Add public folder

Folder kame: Leads

Parert Folder: --males W

, Email addressies):
: salesleads| MY COMEEny Com

+ &cd Address |

™ Advanced Config Quick Add |

Fill in the folder name, select the parent folder from the drop-down menu and specify the email
address for this public folder. You can insert multiple email addresses: fill in the email address and
then click on the Add Address button. Should you like to delete one of the listed email addresses,
click on the trash bin icon available on the right of the email address. Hit the Quick Add button in
order to complete the creation of the public folder with these settings or use the Advanced Config
link to further fine tune it.

When pressing the Edit button for an existing public folder or the Advanced Config link when
creating it, you will be able to make more settings in the General and Quotas configuration pages.

BRI RAGFR o 2 AN L2 e B - R e XA FESR R SOk = fm] LA
AT HAEAE  SHEARTE IR > 25 S D AR o AR IRARER— B TRy
THBCEHE > B (B SORE BT - BRSO EY BT R o O T SE R EE IR B AN IS R A Al Rt —
SR HERASRECETERE > 7T “REURI 24 -

WARIA R “SRECE” % "WE 12 SE MR TN EREB I E SRR B A
FIFCHRACE IT -

< Back to: | Public Folders

Configure Public Folder:

General Quotas

The name of the configured public folder will be displayed in the upper section of the screen at all
times.

BB YN H ST e By A4 MRAE AT o B &I A ey ooy
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6.1. Public Folders General Confiquration | /3w {4k 32— i &

The Public Folders > General page allows system administrators to begin the configuration of a
public folder.

AR SEN - £ RGEHE A — AR E -
Settings |1%&

General Quotas

Settings ~J

Folder Path: PublicF older f=alezl eads

Email address{es): leadz Emycompany .com 4 Add
# Email address Actions
1 zaleslesds@mycompany' . com DELETE ®

The system administrator can specify here the email address for this public folder. Multiple email
addresses can be defined: fill in the email address and then click on the Add button. Should you like
to delete one of the listed email addresses, click the Delete button available on the right of the email
address.

ZAEH 7 A] DU E L O3 FH SRS iRt » AT DUE SRSt © S EY Fe - il -
Z}BTE;T;JEE TRANT AEHL o ARIREINER— D B AY R TR AL - S (MR fEEL - A EG LAY T

6.2. Configuring Public Folders Quotas | i &\ {4 J2 il 45

The Public Folders > Quotas page contains parameters relative to the mailbox and folder levels of
the public folder being edited.

DNF RS ECA TS SRS HHEIRRRE - FFIEAES BN AR fiy Sl

General Quotas
Quotas =
Limit folder size to: 4204057205 = (KB | i
=
(values: 0-4294967295 KB) kB
B
Limit total number of messages to: | 100000 :I [walues: 0-10000007 ol
=l

System administrators can set limits for the size of each folder and the total number of messages per
each folder by checking the respective options and using the up and down arrows to adjust the limits
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to the desired value. For the folder size limit, use the available drop-down menu to select if you want it
calculated in KB, MB or GB.

Important!

The values set will be used by any new public folder you create for this domain. You can override
them by editing the Quotas section of any specific public folder.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

Z AR ] DRSNS r AN - % B YRI5 F e A ) AT Sk VR R S AT AR A E AR
@?{f{t%é’mmﬁ#é@ééﬁ o W SCAERAYA/INRS] > ARIRARIEE L. KB > MB 5 GB & [ {fH A T3 s
SRt o

EHR | WENER A T IO A SR - ST DA B Rl R e Y 2 HE SR A BC AR

HESERACEXEESEL > 1I05F] “REFRE" IHHRIRFITATE X -

7. Account Classes Tab | ik Fr3 R T5

Use the Account Classes tab to manage the account classes in CLOUDMAIL Mail Server. When
selecting this tab the currently existing account classes are displayed.

{5 P - SR B R I P JSAE CLOUDMAIL Hil (il 5565 » HBERIZ IR HATBIA Ik~ 0 288K -

Account Classes R Ak o chows: |

T Domains & Accounts - Alphabetical List
Manage Domains Domain | B Account Class name Actions
Manage Accounts Fiter domains 1 Maketing_Accounts EOIf 7 | DELETE »
Groups 2 Management _Accounts ENr 7 DELETE =
Mailing Lists localdomain.com 3 Sales_Accounts EDIT 7 | | DEREIE =
Public Folders
mycompany.com

Account Clasaen

Domeins 1-20f 2

T Security & Filtering -

If you have defined a large number of account classes, you can quickly locate a certain one by using
the Domain search menu available on the left of the screen. Just fill in the domain name in order to
see all corresponding account classes, they will be filtered out as you type. Clicking directly on one of
the listed domains will also result in displaying all the account classes defined for that specific domain.
The above screen-shot displays all the account classes created for the mycompany.com domain:
Marketing_Accounts, Management_Accounts and Sales_Accounts.

To edit an already defined account class hit the Edit button on the right side of its name, to delete an
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already defined account class click its corresponding Delete button. Should you like to add a
new account class hit the Add Account Class button displayed in the upper right corner of the
screen.

WREBELE N T RERIM 1 - 0] DUE 5 e M PR B — e A (E A RS2 5 - HFRIR G
% AREBEFIFTAMERNAIK S - M TR R - RBRA - AGEE LTS — SR
NFFEE BYPT A E Y o B YRR EE R mycompany.com YK O EERY 2K
Marketing_Accounts Management_Accounts Sales_Accounts -

B — D ELE AR L h AR “gmtE” 24 > sdi EXTRAY “IER SHmERE
TE X HIBR PSS o AIRIRARII— S8k 5T IRk 2l Eon e Ry a B

et Add account class |

F3]

Ciomain name: MY COMPEany Com

Accourt Class name | Sales_Accourts

Al parameters Wil be Inherited from the domain defaults

¥ Advanced Confiy Quick AdE |

Add a new account class for the currently selected domain, in our case the mycompany.com
domain, which is also automatically filled in the Domain Name field and can be edited.

For successfully creating a new account class fill in its name in the Account Class Name field,
then hit the Quick Add button in order to create it using the default domain inherited
parameters or the Advanced Config link to explicitly define account parameters. When pressing
the Edit button for an existing account class or the Advanced Config link, you access the three
pages shown in the below screenshot. The name of the configured account class is listed in the
upper section of the screen at all times.

HATFT SR ISR — SR Ik > FERATRIETT-f mycompany.com Jgi#y - B2 H S FEAE Ik
%o ATLAIH TR

F T R IR — R P SR SRR o AR IR R o RS PREORIN L LLAl

T BB AR S E G A B SRS E ik 24 - HIAK KSR SRIEE"

i}fi% BJ%EPﬁﬁiﬁEﬁ P R =TT N HYEEI TR o BoEAYIK KRS FRAE (L I E AR B
\/SDI ya I oo

Configure Account Class:

1.‘ Changing the parameters below will affect the accounts that have inherited parameters.
Explicitly =&t parameters will not be affected.

Quotas and Message

General Restrictions Filters
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7.1. Account Classes General Parameters | ik pr25 Hl S5

The Account Class > General page displays the list of class services and their current status.

i 285 > AL T ] oIS — R A AR SS AT H AT IR -

(Quotas and Message

General Restrictions Filters

Services )

The services beloww have been set explicitly . Reset to inherited from mycampany .com acoount 71
defaults.

- Services enabled for this account class:

Service name Actions
£ SMTP Receiving DISAELE m
£ SMTP Sending DISAELE m
& POP3 DISAELE w
2 Iap EHRELE #
& FRemote POP DISAELE m
& wishmail DISAELE w

To enable or disable a service use the respective buttons corresponding to that service's name.
Please note that at account class level only services affecting account class behavior are displayed -
SMTP Receiving, SMTP Sending, POP3, IMAP, Remote POP and WebMail.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

VS P B AR S5 (o 2R 35 SRR S AR R F2 4L« TR P ik P Sl — S i o 2SR T
7 - SMTP $1 » %% SMTP > POP3 » IMAP - izt#2 POP F1 WebMail -

UIRSERVECE X ¥ > 1059 “RERRE" SRR EERATELL -
7.2. Confiquring Quotas and Restrictions | Fir'& i FIFE &l

The Account Classes > Quotas and Restrictions page contains parameters relative to mailbox and
folder level, notifications to be sent to users and restrictions imposed for all created account classes.

Important!

Changing the parameters below will affect the account classes that have inherited parameters.
Explicitly set parameters will not be affected.

ik 2% > ECARURTIRR A1) 0T 1 B & R IR A S PR SR RS 4 BRI A B - AT Q2RI i o MR A -
HE | Z NENSHEEK RIS - BRRENSER S 22E

o -
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Managing Account Quotas | E ik~ &

Quotas and Message

General Restrictions Filters

Ouotas =

- Mailbox Lewvel

[] Limit total mailbox size to: |4294967295 = |:| fvalues: 0-4294067295 KB @

=

v| Limit total number of folders to: 1000 : values: 0-100000
=|

Limit total number of messages to: | 500000 £I [walues: 0-2000000% @

- Folder Lewel

[] Limit each folder size to: | 4204967295 - |:| fvalues: 0-4794067205 KB @

Limit total number of messages to: 100000 ;I [walues: 0-10000007 (]

- Hotifications

N Y .
HNotify user when usage reaches |20 El % of allowed quota (webmail popup) "1
[ ] Also send a notification email each time the user [y = |:| o
logs in but no more frequently than ever 7
g 1 y y [values: B0-43200 minutes)

The total mailbox size, the total number of folders and the total number of messages can be limited by
selecting the respective options in the Mailbox level area and using the up and down arrows to adjust
the limits to the desired value. For the total size limit use the available drop-down menu to select if
you want it calculated in KB, MB or GB.

System administrators can set limits for the size of each folder and the total number of messages per
each folder by checking the respective options in the Folder level section and using the up and down
arrows to adjust the limits to the desired value. For the folder size limit use the available drop-down
menu to select if you want it calculated in KB, MB or GB.

To have account users notified when they reach a certain level of their allowed quota, through a pop-
up displayed when accessing the W ebMail interface, check the respective option in the Notifications
section and use the up and down arrows to increase or decrease the default percentage of the quota.
When this option is checked the users are also notified at every login. You can set the frequency of
these login notifications using the up and down arrows corresponding to this additional option. To
select if the respective value is calculated in seconds, minutes, hours or days check the respective
drop-down menu.

HIBFE SR/ - S-S S B RS B B B 0T DA PR 17 SRS 2 1) DXk A A2 P AR R A 226 T > (R R 1 A

ngﬁ%%ﬂ%%ﬁﬁ%ﬂ%ﬂﬁﬁ%ﬁ@@ o YW AR &A1 S ARAEI LT DA KB » MB 5% GB & a] (N irsZea

e

L EH A DB SN SRR o FAG AT S S R 3 FOAH N Y T > (58 A e R ) A=k
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Configuring Restrictions

Password policy
[[] Enable Password Policy enforcement

Password length must be between - and A characters (values: 1-327 16-128

7

Password must include: | letter

Y

When changing the password, reject the last |3 ~| used one(s) (values 0-8
[¥] Allow the user to change the password
f_j Require a minimum time interval of . | days between two consecutive password changes (values: 1-365
Password Expiration
[7] Enable password expiration
Password expires in .| | days from creation (values. 1-365) days
Notify user at each login, starting from .| days before the password expiration (values: 1-365) days
Also send | a notification email
Sessions
g = o
Max. number of POP3 sessions: 4 v (values: 0-18
: | S
Max. number of IMAP sessions: 16 5| (values: 0-255
1 ~ = ~f W H - cin < A; a ao 1 1N
Max. number of Webmail sessions: |4 | (values: 1-1024

Password Policy Enforcement

System administrators can define a Password Policy to be enforced when an account is created for
a respective domain. First of all, they can set a minimum and maximum number of characters for each
password, using the up and down arrows or editing directly the text field of the Password length
parameters. They can further select from the Password must include drop-down menu if passwords
should include letters, letters and numbers or letters, numbers and special characters. Password
Expiration can also be defined by the text fields.

Session restrictions

The number of POP3, IMAP and WebMail sessions can be limited for all accounts in a certain account
class. To do so select the desired value, use the up and down arrows or directly edit the text fields
pertaining to each type of session. POP3 and IMAP sessions take values from 1 to 16, while WebMail

sessions take values from 1 to 2048.
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WebMail Restrictions

- Webmail
Limit attachment size to: |1_E MB |%|| (walues: 0-102400 KB "1
Limit number of attachments per message to: m [values: 0-1024) "1
Limit message size to: Iﬂ]_ﬂ MB | | (values: 0-1043576 KE) "1
Limit number of recipients to: 1024 ;I [values: 1-2048) ("1

- Minimum allowed HTNML body filtering level (uze the slider to change the valug) ..

f i)

Mo Fitering Loy lewvel fitering Medium level High level fitering
filtering

To limit the size of email message attachments check the respective option in the WebMail section
and use the up and down arrows to select the desired size. To have the size measured in KB, MB or
GB use the available dropdown menu.

Use the up and down arrows of the Limit number of attachments per message option or edit its
corresponding text field to set a maximum number of attachments allowed to email messages sent or
received from any account using the W ebMail interface

Check the Limit message size option to set a maximum size for sent and received messages
through the WebMail interface. To do so, use the up and down arrow to select the desired size or edit
the corresponding text field.

The Limit number of recipients option allows you to configure a maximum number of recipients for
WebMail email messages using the up and down arrow to select the desired size or editing the
corresponding text field.

To set the HTML Body Filtering Level for this specific account when connected to via WebMail, use
the available slider. he HTML filtering level stand for the following:

[1  No Filtering

[1 Low levelfiltering - converts the message to standard XHTML

[1 Medium level filtering - generates the email body based on a list of known/allowed attributes
and tags. Anything that is not on this 'allowed list' is removed. This level removes java script,
styles, etc.

[1 High level filtering - generates the email body based only on text components. This means
that only plain text components remain in the message. This forth level is the strictest and
may actually damage some formatting, but it is also the safest.

IR A L HPHT Y AN e] 275 WebMail —77 > ] A1 N RERRE ATV AVN - MIEZERA
KB > MB B GB A /)N -

[ R SR I T A T e A R S A 7 SR B ) Webmail S 7o VAR
RBURAIE H A A (T
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Message Sending Restrictions

- Message Sending

Allow sending a maximum of |1IZIEIEI ;I messages (values: 0-1000007 1]
with a total size of [100 ;I ME % |in |1 ;I hDursl\% i

zeconds
[values: 0-1048576 KB F 0-360000 seconds) -

Limits imposed to send messages offer system administrators an easy possibility to prevent account
users from generating spam. They can thus set a maximum number of messages, their total size and
the period in which these are sent using the up and down arrows to select the desired size or editing
the corresponding text field. To have the message size calculated in KB, GB or MB use the respective
drop-down menu. The time frame for the maximum number of messages can be set to be calculated
in seconds, minutes, and hours using the corresponding drop-down menu.

PRI RV 46 2 G E 3 B PR HE DART LR A = P2 AR Bl » ERIBE - Al o] DL B SR/ AR RN N e K
s AE R, (I m BRI T A Sk S R A AR Y N BRI AR N Y SR B 2K - [ ALY TSR
WELL KB GB > MB > STt EAHE RN o JHERIRAEH - (EHIAE RIS 5 FR A Rl e] DL
BN > PR E

Remote POP Restrictions | zcfZ POP [E#

- Remote POP

Maximum RPOP accounts that can be defined: |4 £| [values: 0-E4) @

Minimum message retrieval interval: |1IZI ;| minutes % [ (values: 1-10030 minutes) ]

System administrators can limit the number of remote POP accounts for account classes. To do so
use the up and down arrows to select the desired size or edit the corresponding text field. Additionally
you can specify a minimum interval between two email retrievals for each RPOP connection. Use the
Minimum message retrieval interval dropdown menu to have it calculated in seconds, minutes or
hours.
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Temporary Email Addresses Restrictions

- Temporary Email Addresses

Enable temporary email addresses

- £ -
Max number of temporary email addresses: IEI L'I [values: 0-16] W

Delete temporary email addresses after: |1 EI days W i
[values: 3600-31536000 seconds)

The administrator can set some limits on the usage of temporary email addresses. A user may
request maximum 16 temporary email addresses (aliases), if the limit is set to '0' the 'Add' button in
WebMail (in the 'Temporary Email Addresses' section) will be disabled but old temporary email
address will still be available until they expire or are deleted. The time period from the creation of a
temporary email address to its automatic deletion can be set between 10 minutes and 1 year.

B 51 AT DAIR B — S PR (S F A I B BB stk - AT DUE SRR % 16 Mia i B FEB stk (fk
#) o AMRRFNEES “07 - £ WebMail 7y “i0” #2580 ( i BRIl —17) REEA -
BRI B BB E T 28] DAGE R > BRI EIEASMIBR © AT DU EAE 10 sp80E] 1 FEAYIN [E] A 2
— M A S A A B SRR -

HESERACEXEESE > 10T “REFRE" 1248 > CRFEEHTEATE -

Parameter inheritance | Z4q4k%

Parameters or parameter groups that are inherited from the domain's account defaults are
automatically marked with the “icon, while the ones inherited from an account class are marked
with the ' icon. When explicitly setting the value of an inherited parameter it will be marked with

the “ icon. Moreover, any further changes at parent level (domain's account defaults or account
class) will only affect inherited parameters, while explicitly set ones will keep their value. You can, at
any time, revert the explicit parameters to their inherited value, by clicking the 'Inherit' link related to
the explicitly set parameter (orange) icon.

SHHSE AR DI BN E shRid @ bR o bk P2 gR bR W R - B
WEB RS EOE - Catinid WER o 1 SRS ERHE R % (RiK R BIALE
Edioa

K)o AEPmRISE - BERUKER > TORORFFEOE « G DR R A - SR S 8005E A4k
REE > S UK SRR EURENSE (BE) BT -

Thiz walue haz been set 41}
explicitly - overrides default value.
Reszet to inherited

=

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.
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HESERACEXLESE > 08T “IRERE" 124 > (REEHTHEETE S -

7.3. Managing Message Filters | ZH 4 EEE

The Account Classes > Message Filters page enables system administrators to create and manage
incoming message rules for an account class.

Important!

Changing the parameters below will affect the account classes that have inherited parameters.
Explicitly set parameters will not be affected.

[1  Account level rules will run after any existing Domain level rules and Server level rules
(common actions will be overridden).

Important! When first accessing this tab to be able to add filters for this account class click the
Define explicit link.

i P25 > WAt B 2 DT T Lk e E B B QAR E B — MK P S A2 AR -

HE | I TENSHSEEK SRR SE - ERRENSERAZ2ZE5

I o
O P ESIEIEINREETT G o AR EUE BRI RN AR S5 28 I FN] (EfT o ES)

HE | YRR MR EREB LK - IORIIS IR - sdiE ez -

(uotas and Message

General Restrictions Filters

The rules and fiters have been set explicitly. Reset to inherited from mycompany .com account defautid)

Incoming Message Rules )
The mezsage rules belows will run after any existing Server level + Add Message Rule
rules andd Domain level rules (commaon actions will be overridden)

# Hame Status Actions Priority
1 AccourtClass_Ruled Enabled | DISAELE m EOIT # | | DELETE =

Each message rule has a Enabled/Disabled status displayed and next to it, the Enabled/Disabled
button displays the opposite action of the status. To set the order in which defined rules should apply
use their corresponding up and down arrows available wunder the Priority section.

Message rules can be deleted or further configured using the Delete and Edit buttons. To add a new
message rule click the Add Message Rule button. In the new window type a name for the incoming
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message rule in the Message rule name field and check the Enable this incoming rule option to
activate it.

B MHEMNAE—NER/ZERREEREES L - BRI R B RAIRESHERAVEIE - RET
S SRR R P 5 P ELAH LA 1T 37 Sk ARG e e R B0 oy

BRI AT DAREIHPR Bt —2B G MR A1 “gmtR” $HIECE o FORII—SErRYEBAA R R0
RN F22%H - AT O o i A BN AR 7 B rh e ABDH SR - et 2 e AR 2
TERBUEE °

General Settings =

Message rule name: |AccountClass_Rulel

Enable thig incoming rule

In the Matches section first decide the incoming messages for which you want the rule to apply. Next,
choose the conditions you want to apply to those messages (e.g. for messages greater than 5000kb).

TR S E S SIS AR E - BT Ve ESE A » Bl E
(40T 5000KB (7385, ) -

Matches -

For incoming messages that match | AN of the conditions below

Size A || Iz greater than A ||5IZIIIIIIIkh | i

+ Add Condition |

By editing the Actions section, you can decide what you want to do with the messages that match the
above conditions. Use the drop-down menu to specify the actions corresponding to the mail message,
i.e. moving, copying, deleting, or redirecting it to a certain email address etc.

WL “EET i IRE URE IR E T 2 S E DA REEE o BRI SRR IR E A X
RE(ERE: - BIREE - EH0 > MR - SCEE R E—MRrE B F 5 lif i 2 -

Actions -~

Perform the actions below:

| Redirect to L4 ||pustmaster@mycnmpany.cum | i

+ Add Action |

Several actions to be performed can be added, click on the Add action button and fill in all the
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corresponding details in the newly-displayed menus. To delete an action click the trash-bin shaped
button displayed on the right hand side of the action in question.

When you are done configuring these parameters, remember to hit the Save Configuration button to
preserve your changes.

—EEFREATHVERE > WIEURID > Sdr “URIIsh I HIHE A N YA TR BRI - BER S
8 $%— NG TSI EAE R b SRR HLRAR A 2l -

LESERECEX LS BT “RERE" R REFEEHIER

7.4. Managing Originator/Recipient Restrictions per Account Class

BRI P SR A A\ i N

The Account Classes Tab > Send/Receive Restrictions sub-page enables system administrators
to define and enable or disable sending and receiving restrictions that can limit the domains and
subdomains emails are sent to or received from. Additionally, they can create limited lists of recipients
and senders that can or cannot send/receive emails.

I SIS 1 e T > A K [ FE USSR )7~ DT IHT > (56 2 B L CR RE 8 T SOOI P B P PR A ] DA PR Al 3 53k
?gagﬁq@q%f%i;%i%éﬁkiﬂiﬁﬁ o JEAN > MR FT DURSTATRAYSIER » BT DLBEA B 28 /U FL il
N D > o

Quotsond | Mossago Fiters | Sond/Receive |
Restrictions =
- Send
[] Enable send restrictions @
Domain option | Digallow all domains Wi
Exceptions are inherited from localdomain accourt defaults. 41

- Receive
[] Enable receive restrictions L
Domain option | Digalove all domains ‘!.-"
Exceptions are inherited from localdomain accourt defaults. %1
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The administrator defines the following options:

Enable/Disable sending restrictions

o Allow sending only to the same domain
= Allow sending to subdomains
o Allow only recipients /Disallow recipients
[J Enable/Disable receiving restrictions
o Allow receiving only from the same domain
= Allow receiving from subdomains
o Allow only originators /Disallow originators

Restrictions apply for messages sent from:

[1  WebMail: An NDR will be returned if the destination address is not allowed.
[1  SMTP/Outlook Connector: The 'RCPT TO' command will yield a permanent error, if matched.
[1  Sendmail wrapper: An NDR will be returned if the destination address is not allowed.
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o WebMail : 415 [ Byl ZA fo¥FRFR[E—1> NDR -
SMTP/ Outlook %25 : RCPT TO a S Rke= A4 — A AMERY R R > 40RUCHCHYIE -
o Sendmail fyE © 415 HHYHHEZEA Fo¥FRFR[E—> NDR -
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